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Metasploitable
Machine cible

192.168.100.101

amn Vulnerable Linux
Machine cible

192.168.100.102

Client
Machine d’administration
192.168.100.1
Configuration Réseau
Réles Type de | Adresse IP Masque Passerelle
réseau
OpenVAS Scanner de Réseau | 192.168.100.200 | 255.255.255.0 | Aucun
vulnérabilités | interne |+ DHCP
LABA et
NAT
Metasploitable | Machine Réseau | 192.168.100.1 255.255.255.0 | Aucun
cible interne
vulnérable LABA
Damn Machine Réseau | 192.168.100.1 255.255.255.0 | Aucun
Vulnerable cible interne | au lieu de
Linux vulnérable LABA 192.168.100.102
avec la VM
Metasploitable
éteinte pour
éviter les conflits
d’adressage
Client accés Réseau | DHCP Automatique Box
OpenVAS local Orange
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1. Installation et configuration de Metasploitable

Arriver a cette étape je n’ai pas de vm Metasploitable donc j’ai du télécharger une VM
Metasploitable: 2 ~ VulnHub.

K4 Metasploitable [En fonction] - Oracle VirtualBox = O x

Fichier Machine Ecran Entrée  Périphériques  Aide
Keymap 63: Permission denied
KDSKBENT: Operation not permitted
loadkeys: could not deallocate keymap 64
sfadmin@metasploitable:”S sudo loadkeys fr
Loading ~usr-shareskeymaps-fr.map.bzZ
sfadmin@metasploitable:”™5 sudo ip addr add 192.168.100.101-24 dev etho
sfadnin®metasploitable:™S ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 gdisc nogueue

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1-8 =cope host lo

inetb ::1-128 scope host

valid_I1ft forever preferred_Ilft forever
eth0: <{BROADCAST,MULTICAST,UFP,LOWER_UP> mtu 1500 gdisc pfifo_fast glen 1000

linksether 08:00:27:ad:93:88 brd ff:ff:ff:ff:ff:ff

inet 192.168.100.101-24 scope global etho

inetb feB0O::a00:27ff :fead:9388,64 =scope link

valid_I1ft forever preferred_I1ft forever

Sfadminﬂmetaspluitahle:"$
sfadmin@metasploitable: ™5

Configuration de I’adresse IP de la machine cible Metasploitable pour permettre le scan
réseau avec Greenbone.

sfadmin@metasploitable:™5 sudo ip addr add 172.17.104.103-16 dev etho

sfadmin@metasploitable:™$



https://www.vulnhub.com/entry/metasploitable-2%2C29/?utm_source=chatgpt.com
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2. Installation et configuration de Damn Vulnerable Linux

Téléchargement de 1’iso debian-13.4.0-amd64-netinst.iso sur Debian -- Téléchargement de
Debian pour faire la VM Damn Vulnerable Linux

TS Crée une machine virtuelle = O ®

> MName and Operatin em
P g

.~ Unattended Install

Username and Password Additicnal Options

Username: vboxuser & Product Key:

Password: esssssssss (& Hostname: Damnpulnerablelinux &
Repeat Password: ssssssssss & Domain Name:  myguest.virtualbox.org &

(] Install in Background

[ Guest Additions

Guest Additions [50: D Ch\Program Files\Oracle\VirtualBox\VBoxGuestAdditions.iso

> Hardware

> Hard Disk

Configuration du réseau interne LABA dans VirtualBox pour isoler les machines du TP.

{23 Damn Vulnerable Linux - Settings = O X
Basic M Search settings &
E Général Réseau
Adapter 1 Adapter 2 Adapter 3 Adapter 4
System P P P P
|§| ﬂ Activer 'interface réseau
Affichage
Mede d'accés réseau:  Réseau interne -
Stockage Name: LABA ™
(D] Audio Type d'interface:  Intel PRO/1000 MT Desktop (32340EM) ~
-] Mode Promiscuité: Refuser ~
[ Réseau
Adresse MAC : 080027F28811 @
{3 Portsséries @ Cable branché
ﬁ USB
[ ] Shared Folders Ports séries

Port 1 Port 2 Port 3 Port 4
Ifl Interface utilisateur

(] Activer le port série

Annuler Aide


https://www.debian.org/download?utm_source=chatgpt.com
https://www.debian.org/download?utm_source=chatgpt.com
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15 Oracle VirtualBox - Gesticnnaire de machines — [m] X

Fichier Grouper

Y o

.. Recherche de vulnérabilités

ﬂ OPENVAS-FREE-24.10.9-...
'@) Eteinte

% Aragorn_VM1
© Eteinte

% Metasploitable
Ml @ Eteinte

62} ) Damn Vulnerable Linux
f. @) Eteinte

> Continuité de services

Instantanés  Aide

= -

Démarrer

& (9

Prendre Supprim R

staurer Propriétés Cloner | Configuration Oublier

Mom Pris
@) Etat actuel (Damn Vulnerable Linux)
@:‘ Etat actuel (Aragorn_VM1)
@ Etat actuel (Metasploitable)
@) Etat actuel (OPENVAS-FREE-24.10.9-VirtualBox 1)

Connexion réussie a la machine virtuelle Damn Vulnerable Linux.

ﬂ Damn Vulnerable Linux [En fonction] - Oracle VirtualBox

Fichier Machine Ecran

Entrée

Périphériques  Aide
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Modification du fichier /etc/network/interfaces pour configurer une adresse IP statique sur
la machine Damn Vulnerable Linux.

GHU nano 8.4 Jetc/netwarksinterfaces *

‘interfac

Vérification de la configuration réseau avec la commande ip a pour confirmer 1’adresse IP
192.168.100.100.

Dehian GHU/Linux

fre
ed in

nogueLe te s oup default glen 1

fg_codel state group default glen 1

ope £lobal enp

¢ proto kernel_11




Nina PROVENZANO Recherche de vulnérabilité - Greenbone

3. Installation et configuration de Greenbone

3.1 Configuration de la machine virtuelle

Importation de la machine virtuelle OpenVAS/Greenbone dans VirtualBox afin de préparer
I’environnement de scan de vulnérabilités.

tue — O
> Source
~.~ Paramétres
Systéme virtuel 1
£2 Nom OPEMVAS-FREE-24.10.9-VirtualBox
FH systéme d'exploitation invité [ Other Linux (64-bit)
{:} Processeur 2
B Meémoire vive 5120 MB
B Carte réseau @ intel PRO/10D0 MT Desktop (32540EM)
hd <> Contréleur de stockage (IDE)  PIIX4
Disgue virtuel OPEMVAS-FREE-24.10.9-Virtual Box -diskD01 wvrndk
Machine Base Folder: FA\RUDEMT\Recherche de vulérabilite w

Politique d'adresse MAC :  Générer de nouvelles adresses MAC pour toutes les interfaces rése~

Options supplémentaires : B Import Hard Drives as VDI

Aide Annuler
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Configuration de I’interface réseau enpOs3 OpenVAS en réseau interne LABA pour

communiquer avec les machines cibles.

{2} OPENVAS-FREE-24.10.9-VirtualBox 1 - Settings

M Genéral
System
M| Affichage
Stockage
(D] Audio
[ Réseau
£ Ports séries
(5 uss

[ ] Shared Folders

Réseau

Adapter 1 Adapter?2  Adapter 3

B Activer l'interface réseau
Mede d'accés réseau:
Marme:
Type d'interface:
Mede Promiscuité:

Adresse MAC:

o Ports séries
Ifl Interface utilisateur
Port 1 Port 4

Port 2 Port 3

Paramétre invalide détecté

O

Search settings

Adapter 4

Réseau interne e

LABA

Intel PRO/1000 MT Desktop (82540EM)
Allow All

0800273A82A1

B Cible branché

Annuler

Aide
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>

2

Configuration de I’interface réseau enp0s8 OpenVAS en mode NAT pour permettre I’acces a

Internet et les mises a jour de Greenbone.

{E} OPEMVAS-FREE-24.10.9-VirtualBox 1 - Settings

M General
System
| Asfichage Mode d'accés réseau:
Stockage Name:
{n Audio

D'j Réseau

Réseau

Adapter 1 Adapter?  Adapter3

ﬂ Activer l'interface réseau

Type d'interface:
Mode Promniscuite :

Adresse MAC :

["] shared Folders

- Ports séries
Ifl Interface utilisateur
Port 1 Port 4

Port 2 Port 3

Paramétre invalide détecté

a

Search settings

Adapter 4

NAT w

Intel PRO/1000 MT Desktop (82340EM)

Refuser

0800275F57D2

B Cable branché

Redirection de ports

Annuler

Aide

x

2
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3.2 Premiére configuration a I’aide de I’ assistant

Démarrage de Greenbone et récupération de I’adresse IP permettant d’accéder a I’interface
Web d’administration.

E] OPEMVAS-FREE-24.10.9-VirtualBox 1 [En fonction] - Oracle VirtualBox

Fichier Machine Ecran Entrée Périphériques  Aide

elcome to Greenbone 05 24.10.9 (ttyl)

he web interface is available at:
http:--192.168.100.200

ea login: _

Lancement de 1’assistant de configuration initiale de Greenbone afin de finaliser les
paramétres du systéme.

Greenbone Enterprise TRIAL 24.10.9

Setup Wizard
Your Greenbone Enterprise Appliance is not fully
functional yet. Do you want to complete the setup now?

By pressing ’'Cancel’, this question will not be asked
again.

{Cancel>

10
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Création du compte administrateur Web pour accéder a I’interface de gestion Greenbone.

Définition du nom d’utilisateur et du mot de passe du compte administrateur Greenbone.

Validation de la création du compte administrateur Greenbone.

11
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Utilisation du flux communautaire Greenbone Community Feed pour continuer la
configuration sans clé de licence Enterprise.

Open an Editor to Paste the Key

V¢érification de 1’état du Greenbone Feed et synchronisation des bases de vulnérabilités avec
le serveur de mise a jour.

12
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3.3 Description des menus

a) Menu général d’administration

Présentation du menu d’administration principal permettant d’accéder aux fonctions de
configuration, maintenance et gestion avancée de Greenbone.

Configure the settings of your Greenbone Enterprisze nAppliance

e Setup : permet de configurer les paramétres de base du serveur (Gestion des
utilisateurs, des parameétres réseau, des sources d’installation des listes de définition
de vulnérabilité, configuration de la disposition du clavier...)

e Maintenance : permet d’effectuer la mise a jour de la liste de définition de
vulnérabilité, et d’arréter proprement la VM.

o Advanced : accéder a certaines fonctionnalités uniquement disponibles pour la
version entreprise (nous n’utiliserons donc pas ce menu)

e About : Afficher des informations utiles sur le systéme en cours de fonctionnement
(version et adresse a utiliser pour 1’acces a interface Web notamment)

13
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b) Menu Administration > Setup

Présentation du menu Setup permettant de gérer les utilisateurs, le réseau, les services et les
mises a jour de Greenbone.

Uzer and Password Management

e User : permet de gérer les utilisateurs et les priviléges (Invités, administrateur, super
administrateur) ainsi que la politique de gestion des mots de passe

e Network : configuration des adresses [P V4 et V6 de la machine (adresse IP,
Passerelle par défaut, DNS)

e Services : configuration des services d’administration distante au serveur Greenbone
local (Serveur Web, SSH, gestion des certificats, protocoles, méthodes de chiffrement,

e Feed : configuration des sources de mises a jour des listes de définition des
vulnérabilités.

e Keyboard : configuration de la disposition du clavier (NE FONCTIONNE PAS ! - Ce
n’est pas bloquant, puisque 1’interface Web prend en compte le clavier francais)

e Time : Définition de I’heure des opérations de maintenance du serveur lui-méme
(hors mise a jour des Feeds)

14
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¢) Menu Administration > Maintenance

Présentation du menu Maintenance permettant d’effectuer les sauvegardes, les mises a jour et
le redémarrage du systéme Greenbone.

eaming@Manage your backups over beaming

e Beaming : permet de répliquer la configuration d’un serveur Greenbone sur un autre
serveur Greenbone (utilisable uniquement dans la version entreprise)
Feed : lance une opération de mise a jour des listes de définition des vulnérabilités
Power : permet d’arréter le serveur

d) Menu Administration > About

Présentation du menu About affichant les informations systéme, la version de Greenbone et
I’adresse de I’interface Web.

15
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3.4 Configuration du réseau

Accés au menu réseau de Greenbone pour configurer les interfaces réseau, les adresses IP et
les serveurs DNS.

nterfaces Configure the Network Interfaces

Sélection de I’interface réseau a configurer sur la machine Greenbone.

onfigure Interface ethd

16
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Configuration de I’interface réseau eth( avec une adresse IPv4 statique pour le réseau interne
du laboratoire.

Pu4: [enabledl

Configuration de I’interface réseau ethl en DHCP pour permettre 1’acces Internet et les mises
a jour Greenbone.

Pud4: [enabledl

17
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V¢érification des adresses IP configurées sur les interfaces réseau de Greenbone.

Validation et sauvegarde de la nouvelle configuration réseau du systéme.

Configuration du serveur DNS Google 8.8.8.8 pour permettre la résolution de noms et les
mises a jour Internet.

DNS: §.8.8.8

18
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Ajout des serveurs DNS pour permettre I’acces réseau et les mises a jour de Greenbone.

DNS: 172.20.10.1

Validation et enregistrement des paramétres DNS configurés sur le systéme.

19
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3.5 Connexion interface Web

Connexion a I’interface Web OpenVAS/Greenbone depuis un navigateur afin d’accéder aux
fonctions de scan de vulnérabilités.

ﬂ Aragom_WM1 [En fonction] - Oracle VirtualBox = O >
Fichier Machine Ecran Entrée Périphériques Aide
| & OPENVAS SCAN x |+ = ] >

< ¢ CEEEED sues//192.168.100.200/login?type=logout % @ 17 v= & - M comersatio

&) OPENVAS SCAN

Sign in to your account

Username

user

Password

OPENVAS

FREE

20
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Acces au tableau de bord OpenVAS permettant de visualiser les scans, les vulnérabilités et les
statistiques de sécurité.

]

N | & OPENVASSCAN-Dashboards X | =+ - 0 x

<« C CEEEEED bips//192.168.100.200/das!

|.li Dashboards (O]
© scans > 'll Dashboards
B Assets >
[4] Resilience > [ ™,
B Overview [t
— Security N
£ Information 0o
Tasks by Severity Class (Total: 0) x Tasks by Status (Total: 0) x
/2 configuration >
5% Administration >
@ Help >
CVEs by Creation Time x NVTs by Severity Class (Total: 170109) x
Created CVEs Log

e @ o

g Medium
0, High

L i v = o

3.6 Mise a jour des listes de définition de vulnérabilité

Vérification de I’état et de la synchronisation des bases de vulnérabilités Greenbone
Community Feed.

[ Aragorn_VM1 [En fonction] - Oracle VirtualBox - 8 X

Fichier Machine fcran Entrée  Périphériques ~ Aide

V| & OPENVASSCAN-FeedStatus X | =+ - o x

&< C CEEEEDD -iios//192.168.100.200/

|l Dashboards €]
© seans ’ D) Feed status
5 assets >

Type Content origin Version status
Resilience >

1d (14

VT A VTS Greenbone Community Feed 2025121870710 100 O1d (141 days)

o Security R i Please check the automatic synchronization of your system.

Information
Too old (141 days)

= cves 5 cpl T
o Configuration > scaP ; CVEs [ CPEs Greenbone Community SCAP Feed 2025121870506 o, /0% L BIR e synchronization of your system.
S5 Administration v . - T
CERT an s CERT-Bund Advisories **"; DFN-CERT Advisories Greenbone Community CERT Feed 20251218T0420
Users et ' Please check the automatic synchronization of your system.
Groups ovMp_pata Y ComPliance gt Report scan Greenbone Community gvmd Data . o Too old (141 days)
- Policies Lists Formats Configs Feed Please check the automatic synchronization of your system.
Roles

Permissions
Performance
Trashcan

Feed Status

@) Help >

21
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e NVT (network vulnerability test) : ce sont des scripts qui sont exécutés sur un
systémes ciblés afin de vérifier la présence de failles. Certains scripts sont génériques
et exécutés sur ’ensemble des actifs du réseau, tandis que d’autres ciblent
particuliérement un matériel, un logiciel, un service, une version particuliére d’un
protocole...

e CVE (common vulnerabilities and exposures) : c’est un dictionnaire de
vulnérabilités de sécurité, maintenu par l'organisme MITRE et soutenu par le
Département de la sécurité intérieure des USA. Les informations y sont standardisées
et rendues publiques.

e CERT (computer emergency response team) : c¢’est un autre dictionnaire de
vulnérabilité de sécurité, maintenu par les différents CERT et CSIRT (computer
security incident response team) au niveau mondial.

e GVDM_DATA : contient les parametres utilisés par défaut par Greenbone lors de la

recherche de vulnérabilité, de la classification des risques et de la génération de
rapports.

e) Configuration du serveur de mise a jour

Acces au menu de configuration du serveur de mise a jour Greenbone Enterprise Feed.

Greenbone Enterprise Feed
Configure how to receive and possibly distribute the Greenbone Enterprise Feed.

Key(HTTP) Upload the Greenbone Enterprise Feed subscription key via HITP
Key(Editor) Open an editor to paste the subscription key manually
Synchronisation [enabled]

reenbone Serverf@@Configure how to access the Greenbone Server for a Feed Update

22
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Configuration du port de synchronisation utilisé pour télécharger les mises a jour des bases de
vulnérabilités.

ync portBConf igure the synchronization port

Sélection du port HTTPS 443 pour sécuriser la synchronisation des mises a jour Greenbone.

Validation de la nouvelle configuration du port de synchronisation du serveur de mise a jour.

23
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f) Mise a jour

Acces au menu Maintenance afin d’effectuer les opérations de mise a jour et de maintenance
de Greenbone.

aintenancefPerforn maintenance actions on your Greenbone Enterprise Appliance

Sélection du menu Feed dans Maintenance pour lancer la mise a jour des bases de
vulnérabilités Greenbone.

Update the Greenbone Enterprise Feed on your Greenbone Enterprise Appliance

24
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Démarrage de I’opération de synchronisation “Update Feed” afin de télécharger les dernieres
signatures de vulnérabilités.

pdate@@Start the system operation ‘Update Feed’.

Confirmation du lancement de la mise a jour des bases de vulnérabilités Greenbone en
arriere-plan.

Vérification de I’état des différents flux de mise a jour depuis I’interface Web OpenVAS.

[l Aragor VM1 [En foncti
Fichier Machine _cran _Ent

V| & OPENVASSCAN-FeedStatus X |

& O CEEEED -os//192.168.100200 feedstatus

0 OPENVAS

a A v = @ -

|l Dashboards €]
© scans ’ D\ Feed status
B Assets >
Type Content origin Version Status
[ Resilience >
Too old (141 days
VT A NVTs Greenbone Community Feed 2025121870710 ! D)
& Secunty , i Please check the automatic synchronization of your system.
= Information
OF ., CPE Too old (141 days)
/% configuration > scap § CVES o CPES Greenbone Community SCAP Feed | 20251218T0506  p¢ge check the automatic synchronization of your system.
35 Administration v . o Too old (141 days)
CERT s CERT-Bund Advisories “*"; DFN-CERT Advisories Greenbone Community CERT Feed 20251218T0420
Users i i Please check the automatic synchronization of your system.
Groups MD_DATa §Y Compliance Port Report Scan Greenbone Community gvmd Data 050, T00 0ld (141 days)
GVMD_D/ 3] Policies € Lists Formats. @ Configs Feed 2025121870507 ) e check the automatic synchronization of your system.
Roles

25
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4. Test avec la VM Metasploitable

Création d’une tiche de scan OpenVAS pour analyser la machine vulnérable Metasploitable
avec le profil “Full and fast”.

Advanced Task Wizard

)l\

Quick start: Create a new task

This wizard can help you by
creating a new scan task and
automatically starting it.

All you need to do is enter a
name for the new task and the IP
address or host name of the
target, and select a scan
configuration.

You can choose, whether you
want to run the scan immediately
or just create the task so you can
run it manually later.

In order to run an authenticated
scan, you have to select SSH
and/or SMB credentials, but you
can also run an unauthenticated
scan by not selecting any
credentials.

For any other setting the defaults
from "My Settings” will be

R | S

Cancel

Task Name
Metasploitable

Scan Config
Full and fast

Target Host(s)
162.168.100.101

Start Time
o Start immediately

Do not start automatically

SSH Credential

SMB Credential

ESXi Credential

on
port

22
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Lancement du scan de vulnérabilités sur la machine Metasploitable depuis OpenVAS.

V| > OPENVASSCAN-Tasks X [ Nouel onglet x|+ - 8 x
& C CEEETED vivs//192.168100.200 ask & & - @ coneration
& openvas wco | @ |
|uli Dashboards OX [T Filter DEODOL -
© scans v =
1T/ Tasks 1of 1 oo
Tasks
Reports Tasks by Severity Class (Total: 1) x Tasks with most High Results per Host x Tasks by Status (Total: 1) o
Results N/A M Running
Vulnerabilities
Notes
Overrides
S Assets > Resuts par ozt
Resilience >
= Security D 1-10f1
(o} >
= Information
Name Status T Reports 1|  Last Report 1] Severity T Trend T} Actions
/2 Configuration > Metasplofta
etasploitable
GEEETEEED O a=2s]
3= administation > (Automatically generated by wizard)

@ Help >

Applytopagecontents ¢ O @ O

Consultation du rapport généré apres 1’analyse de la machine Metasploitable.
N | OPENVASSCAN - Reports x |+ - &8 x
< C CEEEED iips//192.168.100.200/ reports 5 A - & My Conversation

|l Dashboards [0 Filter S®O0~Z -
© scans v @ .
Reports 1 of 1 o
Tasks
- Reports by Severity Class (Total: 1) x Reports with High Results x Reports by CVSS (Total: 1) x
eports
results Log Max High

Max High per Host
Vulnerabilities

H *

Notes i

Overrides
3 assers ,
Resilience >

Securit 1-10f1
B nformaton ’

Date - Status 11 Task T Severity 1 N T N 1 @ 1L Actions

/2 configuration > Fri, May 8, 2026 10:44
- PM Coordinated GNP etasploitable IS © 0 0 0 8 0 A
S Administration >
= Universal Time

@ Help >

Applytopagecontents & © ®

1-10f1
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Analyse des résultats du scan Metasploitable montrant les vulnérabilités détectées et leur
niveau de sévérité.

N/ | & OPENVAS SCAN - Reports x|+ - 8 X
< C CEZEED »ps//192.168.100200/reports

a5 A B & - @ conession

|l Dashboards [OFu Filter SO®O0~7Z - o
scans v
© @ Reports 1 of 1 o
Tasks
report Reports by Severity Class (Total: 1) x Reports with High Results x Reports by CVSS (Total: 1) x
eports
Results Medium Max High
Max High per Host B
Vulnerabilities L 5 g s
D X o g %
Notes = E =
Overrides o
o o Frioe 126n w ‘
5 assets > Tone .
Resilience >
Securit < C1-10f1>
) lnfarm:t\cn ?
Date status 1) Task 11 Severity T, n 1 e T m 1 GEETEW 1L Actions
/2 configuration 4 Fri, May 8, 2026 10:44
- PM Coordinated TR etasploitabl
S5 Administration > . I © ° ! 0 & 0 A
= Universal Time

@ Help >

Applytopagecontents ¢ © &

< < 1-10f1 >

N | & OPENVAS SCAN - Tasks x OPEN

<« C CEERETD :iips//192.168.100.200/tasks

| @ | @ | o000

|ui Dashboards [RN I

Filter
© You have been inactive, your session will expire in
3 minutes

© scans v
H Tasks 1 of 1 i3]
Tasks
Reports Tasks by Severity Class (Total: 1) x Tasks with most High Results per Host x Tasks by Status (Total: 1) =

Results m critical Done

Vulnerabilities

Notes

Overrides

= T e
S assets >
Resilience >

— Security s O < < 1-10f1 5 >
£ Information

Name 1 Status 1) Reports T|  Last Report T Severity 1) Trend T) Actions
&9 Comfiguration ’ Metasploitabl Fri, May 8, 2026 10:44 PM Coordinated

e —TE— verat i coordnare [coccvan ) s
3= Administration N (Automatically generated by wizard) B Universal Time [ oRZa =g

@ Help >

Applytopagecontents & © @ 8

< < 1-10f1 >
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Affichage du rapport final du scan Metasploitable avec un score de sévérité critique détecté
par OpenVAS.

N | & OPENVAS SCAN - Reports x OPENVAS SCAN - Repor x| + - & x

& O CETETID) ie//152168.100200 eport

& openvas

& & - @ Comeration

|:li Dashboards o8 Filter

© You have been inactive, your session will expire in

3 minutes
S¢ v
© scans @ Reports 1 of 1

0o
Tasks
- Reports by Severity Class (Total: 1) x Reports with High Results x Reports by CVSS (Total: 1) x
eports
Results = Critical 'Z Max High
o Max High per Host N
Vulnerabilities H
* g
Notes z -
Overrides
Thio7 1200 A .
- o sevety
3 assets >
Resilience >
Securit 1-10f1
B nformaton ’
Date status 1L Task 11 Severity 11 N N e 1 N 1 G Actions
/2 configuration 4 Fri, May 8, 2026 10:44
. PM Coordinated GEETTEEE  Vetasploitable aETTTTE. s 39 6 o1 o
3 administration > " A®
= Universal Time
@ Help >

Applytopagecontents ¢ © ®

1-1of1

Consultation détaillée des vulnérabilités détectées, des ports ouverts et des scores CVSS
associés.

N/ & OPENVAS SCAN - Resuits x PENVAS SCAN - Repor x| +

192.168.100.200/results

|l Dashboards ]

Filter
@ You have been inactive, your session will expire in

3 minutes
© soans N @J Results 158 of 631

0o
Tasks
Results by Severity Class (Total: 158) x Results by CVSS (Total: 158) x
Reports
Results Log
Low
Medium
Notes High
Overrides = Critical e e B B e I —
S assets >
Resilience >
1-100f158 > >l
= Security N (] >
Information Host Epss
Vulnerability T4 S severity Qop 1L Location 1] Created 1L
/2 configuration > ™1 Name T} Score 1l Percentile )
35 Administration > Fri, May 8,
Operating System (0S) End of Life (EOL) Detection S GETTICTTEED 0%  192.168.100.101 eneral/tq N/A NA 2026 11:11 PM
@ Help > perating =y ! = N g P Coordinated
Universal Time
Fri, May 8,
2026 11:19 PM
Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerabilities &5 [ 100 (crucal)  JECTETS 192.168.100.101 8787/tcp N/A N/A

Coordinated
Universal Time
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Affichage des vulnérabilités critiques détectées sur la machine Metasploitable aprés I’analyse

OpenVAS.

N | & OPENVAS SCAN - Results

<O CEEEED

& openvas

192.168.100.200/results

| 00:00

|uli Dashboards

@ You have been inactive, your session will expire in

3 minutes
© seans v Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerabilities S CETTETETE 9%  192.166.100.101 8787/tcp N/A N/A e
Coordinated
Tasks Universal Time
Reports Fri, May 8,
2026 11:22 PM
Result Possib < Ingres GRS 5 %
esults ossible Backdoor: Ingreslock ®@ 99 192.168.100.101 1524/tcp N/A N/A T
Vulnerabilities v T
Notes Fri, May 8,
o 1 o o 2026 11:16 PM
Overrides TWiki < 4.2.4 Multiple XSS / Command Execution Vulnerabilities ) [ 100 (crtica) __JEEGETS 192.168.100.101 80/tcp N/A N/A ———
Universal Time
3 Assets >
Fri, May 8,
Resilience > i, May 8
2026 11:06 PM
rlogin Passwordless Login &5 [ 100 (crucal)  JEENETS 192.168.100.101 513/tcp N/A N/A
s Coordinated
= Security
k) > Universal Time
Information
/2 Configuration > Fri, May 8,
The rexec service is runnin S TN 50 % 192.168.100.101 512/tcp N/A N/A EPD D)
= 5 o
Administration > & Coordinated
Universal Time
@ Help >
Fri, May 8,
2026 11:19 PM
MySQL / MariaDB Default Credentials (MySQL Protocol) 5 95%  192.168.100.101 3306/tcp N/A N/A

Coordinated
Universal Time

Consultation détaillée des failles de sécurité identifiées avec leurs niveaux de criticité et
services associes.

N | & OPENVAS SCAN - Results

< C CREETD) -es

a OPENVAS

192.168.100.200/results

| 00:00 & |

conrdinated -
i Dashboards
© You have been inactive, your session will expire in
3 minutes
© scans ¥ 2026 11:13 PM
The rexec service is running 5 RTINS0 % 192.168.100.101 512/tcp N/A N/A
ks Coordinated
as Universal Time
Reports
Fri, May 8,
R 119 PM
(=i MySQL / MariaDB Default Credentials (MySQL Protocol) 5 GETICTTTTEED o5 %  192.168.100.101 3306/tcp N/A N/A 2
Coordinated
Vulnerabilities Universal Time
Notes Fri, May 8,
o . 2026 11:21 PM
Overrides vsftpd Compromised Source Packages Backdoor Vulnerability 2 99 % 192.168.100.101 6200/tcp N/A N/A ——
= Universal Time
5 assets >
Resilience > Fri, May 8,
2026 11:21 PM
vsftpd Compromised Source Packages Backdoor Vulnerability 2 99 % 192.168.100.101 21/tcp N/A N/A
o Security N Coordinated
= Information Universal Time
/2 Configuration > Fri, May 8,
o 2026 11:28 PM
3= Administration > Apache Tomcat AJP RCE Vulnerability (Ghostcat) - Active Check &4 99 % 192.168.100.101 8009/tcp N/A N/A e —
Universal Time
@ Help >
Apply to page contents ©9

1-100f158 > >l
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Affichage de la liste des vulnérabilités détectées par OpenVAS avec leur niveau de sévérité.

/& OPENVAS SCAN - Vulnerabilities X OPEN ports x| 4+ = =) X
& C CEEEEDD iips//192.168.100200/vulnerabilities ap @ & - M comersation
& openvas
|l Dashboards €] Filter
© You have been inactive, your session will expire in
3 minutes
Scans v
© ities 122 of 594 oo
Tasks
Reports Vulnerabilities by CVSS (Total: 122) x Vulnerabilities by Severity Class (Total: 122) x
epor sva
Results Log
H Low
£ Medium
Notes N High
Overrides . m Critical
= Sever
3 assets >
Resilience >
1-100f122 > >l
— Security N
= Information -
Name T Oldest Result T} Newest Result T) Severity QoD Tl Results 7| Hosts T]
P comtouston > e sckdoors ngrestock F May 8, 2026 1122PM | Frl May 8, 2026 12PN qurrymremmy osu :
< o Coordinated Universal Time Coordinated Universal Time
35 Administration >
Fri, May 8, 2026 11:15 PM Fri, May 8, 2026 11:19 PM
@ Help > Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerabilities v v 99 % 1 1
Coordinated Universal Time Coordinated Universal Time
The rexec service is runnin Fri, May 8, 2026 11:13 PM Fri, May 8, 2026 11:13 PM GETIETEE 50 % 1 1
< 9 Coordinated Universal Time Coordinated Universal Time °
Fri, May 8, 2026 11:06 PM Fri, May 8, 2026 11:06 PM
rlogin Passwordless Login el L) EGETICTTED 50 % 1 1
Greenbor Coordinated Universal Time Coordinated Universal Time

Analyse détaillée des failles de sécurité critiques présentes sur la machine Metasploitable.

N | & OPENVAS SCAN - Vulnerabilties X OPENVAS

x| + - a X

& C CIEEEED niips//192.168.100.200/winerabiltie 2

Name 10 Oldest Result T} Newest Result T, oo I
i Dashboards
@ You have been inactive, your session will expire in
Fri, May 8, 2026 11:22 PM Fri, May 8, 2026 11:22 PM 3
b X minutes
ossible Backdoor: Ingresiock Coordinated Universal Time Coordinated Universal Time «
© scans v
Fri, May 8, 2026 11:19 PM Fri, May 8, 2026 11:19 PM
Tasks Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerabilities b UL b UL GETIETETED 95 % 1 1
Coordinated Universal Time Coordinated Universal Time
Reports
Fri, May 8, 2026 11:13 PM Fri, May 8, 2026 11:13 PM
The rexec service is running GETCTTEES 0% 1 1
Results Coordinated Universal Time Coordinated Universal Time
Vulnerabilities S S — Fri, May 8, 2026 11:06 PM Fri, May 8, 2026 11:06 PM o A A
2 < Coordinated Universal Time Coordinated Universal Time - ©
Notes
Fri, May 8, 2026 11:16 PM Fri, May 8, 2026 11:16 PM
Overrides TWiki < 4.2.4 Multiple XSS / Command Execution Vulnerabilities T, May - May GETITETETED S0 % 1 1
Coordinated Universal Time Coordinated Universal Time
Assets >
Fri, May 8, 2026 11:11 PM Fri, May 8, 2026 11:11 PM
Operating System (OS) End of Life (EOL) Detection WLEy ub Lty GETETTEED S0 % 1 1
Resilience > Coordinated Universal Time Coordinated Universal Time
o Security N Fri, May 8, 2026 11:34 PM Fri, May 8, 2026 11:34 PM
& |formation PHP < 5.3.13, 5.4.x < 5.4.3 Multiple Vulnerabilities - Active Check G 5% ! 1
Coordinated Universal Time Coordinated Universal Time
/2 Configuration >
Fri, May 8, 2026 11:21 PM Fri, May 8, 2026 11:21 PM
vsftpd Compromised Source Packages Backdoor Vulnerability 99 % 2 1
Administration > Coordinated Universal Time Coordinated Universal Time
@ Help > Fri, May 8, 2026 11:28 PM Fri, May 8, 2026 11:28 PM .
he T I - %
Apache Tomcat AJP RCE Vulnerability (Ghostcat) - Active Check Coordimated Universal Time Conrdimated Universal Time (critical) 99 % 1 1
MySQL / MariaDB Default Credentials (MySQL Protocol) fiMayjs, 2020 1119 M Hir M8y 3:(2026/L1:19]PM GEITTTE 95 % 1 1
4 i Coordinated Universal Time Coordinated Universal Time ©

Applyto page contents
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Consultation des informations sur I’hote analysé, notamment I’adresse IP et le niveau de
sévérité détecté.

N/ | & OPENVAS SCAN - Hosts X OPENVAS SCAN - Reports x|+

- a X
« ¢ S hitps://192.168.100.200/h =g Oy Conversation
& openvas | @ | @ | o000
Lt Dashboards oh Filter @ You have been inactive, your session will expire in
3 minutes
© seans ’ E Hosts 1 of 1 i)
S assets .
ot Hosts by Severity Class (Total: 1) x Hosts Topology x Hosts by Modification Time (Total: 1) x
W Critical — Modified Hosts
Operating Systems
Total Hosts
TLS Certificates
Resilience >
— Security F
== Information > o "
/2 configuration >
S5 Administration > =) 1 o1of1
@ Help > Name T} Hostname 1| 1P Address 1) os Tl Severity | Modified 1) Actions
Fri, May 8, 2026
192.168.100.101 192.168.100.101 (1::;;;::(54 @709
Universal Time
Apply to page contents. SIS EORS IR
filt t- st=1 5= 1-10of1
Identification des systemes d’exploitation détectés par OpenVAS lors du scan de
vulnérabilités.
« | > OPENVAS SCAN - Operting yste X | 8 OPEN x|+ o x

& C CEEEEED) wiips//192.168.10020

- (e

(©]

|ui  Dashboards

Filter
@ You have been inactive, your session will expire in
3 minutes
© scans ) < )
Q" Operating Systems 4 of 4 i)
=
B Assets v
Operating Systems by Severity Class (Total: 4) x Most Vulnerable Operating Systems x Operating Systems by CVSS (Total: 4) x
Hosts
M Critical a
Operating Systems O
TLS Certificates
Resilience >
o Security , : : : : -
== Information ” Severty
/2 configuration >
35 Administration > 1-40f4
@ Help > Severity Hosts
Name T} Title T Best Modified T, Actions
Latest Highest 1 Average T AlTL os N
Fri, May 8, 2026 11:42 PM
cpe:/o:canonical:ubuntu_linux TS GETIETED GETNCETTED o v s)
Coordinated Universal Time
Fri, May 8, 2026 11:42 PM
cpe:/orlinunckernel TS GETIETETED 1 0 S
B cpe:/ ——— Coordinated Universal Time 3
@ cpe:/0:debian:debian_linux EENTTTE GETCTTED GEICTETED 0 Fri May 8, 2026 11:42 P s}

Coordinated Universal Time
Greenbone 0S 24.10.9

32



Nina PROVENZANO Recherche de vulnérabilité - Greenbone

Affichage des systemes d’exploitation détectés et de leur niveau de criticité associé.

N | & OPENVAS SCAN - Operating Syste X OPENVAS

x| + - a X

& O (CETTIR) v:5s//152.168.100.200 operatingsystern: & & - @ Convesaton

& openvas 3 | 00:00 &) | user @
M Critical

|ui Dashboards
© You have been inactive, your session will expire in
3 minutes

© scans >

=
S assets v

Hosts

Operating Systems

TLS Certificates 1-40f4
Resilience > Severity Hosts
Name T Title T Best Modified T Actions
— Security Latest Highest T Average T AT os N

= Information
Fri, May 8, 2026 11:42 PM

cpe:/o:canonical:ubuntu_linux
Coordinated Universal Time

/2 configuration >

35 Administration > Fri, May 8, 2026 11:42 PM

cpe:/ozlinux:kernel
B cpe:/ Coordinated Universal Time

EETICTETED

[ 0.0 (citca ]
@) Help >

P —— Fri, May 8, 2026 11:42 PM

[ 0.0 citican ]

& cpe:/o:debian:debian_linux
&ep - Coordinated Universal Time

Fri, May 8, 2026 11:42 PM
T 1 ey )

cpe:/o:canonical:ubuntu_linux:8.04 Canonical Ubuntu Linux 8.04
Coordinated Universal Time

Applytopagecontents & © ® §

Consultation de la cible configurée dans OpenVAS pour le scan de la machine
Metasploitable.
N/ & OPENVAS SCAN - Targets x OPENVAS SCAN - Reports x| + - @ x
&« C CEEEED -:i0s//192.168.100.20( - g ) Conversation

& openuas o B | o000 S | user ®
|t Dashboards on Filter
© You have been inactive, your session will expire in
3 minutes
scans >
© @Targets 1of1
5 assets >
Resilience > o 1-10f1
@ Secunty > Name 1 Hosts 1L sl Port List 1L Credentials Actions
Information
Target for Metasploitable - 2026-05-08 22:44:51
v 1168.100. 1 s
» ‘ generated by wizard) 192.168.100.101 1 All TANA assigned TCP 99
Targets
Applytopagecontents  © © @ &
Port Lists
Credentials Appiid fiter: sort=name first=1 rowz=10 1-10f1

V¢érification de I’absence d’identifiants configurés pour les scans authentifiés.

N & OPENVASSCAN - Credentials X OPENVAS SCAN - Repor x| + - a x

< C CEEETD sips://192.168.100.200/c

| @ | @ |o0:00Q | user®

|:li Dashboards oo Filter

© You have been inactive, your session will expire in
3 minutes

© scans > p Credentials 0 of 0

Assets >

o
=]
Resilience N No credentials available

Security
Information

©

/2 configuration v
Targets
Port Lists

Credentials
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Consultation des NVTs (Network Vulnerability Tests) utilisés par OpenVAS pour détecter les
vulnérabilités.

N | & OPENVAS SCAN - NVTs

x S SCAN - Rep

O QETITD) ol 02168100200/s

& openvas

- 8 x

) Conversation

|l Dashboards

© scans >
Assets >
Resilience >
= Security

= Information
VTS
CVEs
CPEs
CERT-Bund Advisories
DFN-CERT Advisories
/2 Configuration >

Administration

@) Help >

(C]

’Q‘ NVTs 170109 of 170109

NVTs by Severity Class (Total: 170109)

J
Name 11

SUSE: Security Advisory (SUSE-SU-2025:4416-1)

Log
Low
Medium
High

= Critical

Family 1|

SUSE Local
Security Checks

Filter

Created

Thu, Dec 18, 2025
4:21 AM
Coordinated
Universal Time

NVTs by Creation Time

Modified 1)

Thu, Dec 18, 2025
4:21 AM
Coordinated
Universal Time

— Created NVTs

Total NVTs

CVE T

CVE-2023-43000
CVE-2025-13502
CVE-2025-13947
CVE-2025-43392
CVE-2025-43419
CVE-2025-43421
CVE-2025-43425
CVE-2025-43427
CVE-2025-43429
CVE-2025-43430
CVE-2025-43431

© You have been inactive, your session will expire in

3 minutes
oo
NVTs by Family (Total: 170109) x
ol secur
tcatior &
og) e
otde b
Gt bt secury
&0
3
a Senera
S Locals
s @
el s
10 0f 170109 > I
EPSS
3 severity Tl QoD T
Score Tl Percentile T
2 » 7% N/A N/A

Affichage détaillé des signatures de vulnérabilités et des CVE associées détectées pendant le

scan.

N | & OPENVAS SCAN-NVTs

< C

© Non séaurisé e

192.168.100.200/ vt

.1 Dashboards

© scans >

=
B Assets >

Resilience >
= Security

<

= Information
NVTS
CVEs
CPEs
CERT-Bund Advisories
DFN-CERT Advisories

/2 Configuration >

Administration >

@ Help >

eenhone 0S.24.10.9

SUSE: Security Advisory (SUSE-SU-2025:4416-1)

Fedora: Security Advisory (FEDORA-2025-
ceeda3c40d)

Fedora: Security Advisory (FEDORA-2025-
€09b980696)

Family 1|

SUSE Local
Security Checks

Fedora Local
Security Checks

Fedora Local
Security Checks

Created

Thu, Dec 18, 2025
4:21 AM
Coordinated
Universal Time

Thu, Dec 18, 2025
4:17 AM
Coordinated
Universal Time

Thu, Dec 18, 2025
4:17 AM
Coordinated
Universal Time

Modified 10

Thu, Dec 18, 2025
4:21 AM
Coordinated
Universal Time

Thu, Dec 18, 2025
4:17 AM
Coordinated
Universal Time

Thu, Dec 18, 2025
4:17 AM
Coordinated
Universal Time

CVE T

CVE-2023-43000
CVE-2025-13502
CVE-2025-13947
CVE-2025-43392
CVE-2025-43419
CVE-2025-43421
CVE-2025-43425
CVE-2025-43427
CVE-2025-43429
CVE-2025-43430
CVE-2025-43431
CVE-2025-43432
CVE-2025-43434
CVE-2025-43440
CVE-2025-43443
CVE-2025-43458
CVE-2025-43480
CVE-2025-66287

CVE-2025-9615

CVE-2025-58436
CVE-2025-61915

@ You have been inactive, your session will expire in

3 minutes
3 severity Tl Qop T

Score T Percentile 7L
2 D 7% N/A N/A
&3 EESEED 7%  N/A N/A
2 T o7 % N/A N/A
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Consultation des avis de sécurité et des vulnérabilités référencées dans les bases NVT de
Greenbone.

N | & OPENVAS SCAN - NVTs X S SCAN - Repor x| + - 0 X

) Conversation

« ¢ =

& openvas

hitps://192.168.100.200/n

CVE-2025-43480
i Dashboards CVE-2025-66287
@ You have been inactive, your session will expire in
3 minutes
Thu, Dec 18, 2025  Thu, Dec 18, 2025
© scans > Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM
CVE-2025-9615 7%  NA N/A
- ceeda3cdod) Security Checks  Coordinated Coordinated S - :
S Assets > Universal Time Universal Time
Resilience > Thu, Dec 18, 2025 Thu, Dec 18, 2025

Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-58436

2 7%  N/A N/A
@ Security v €09b980696) Security Checks ~ Coordinated Coordinated CVE-2025-61915 = b / %
Information
Universal Time Universal Time
NVTs
Thu, Dec 18, 2025  Thu, Dec 18, 2025
CVEs Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM o
ke 97 % N/A N/A
b8d9bd75d2) Security Checks Coordinated Coordinated = = / U
CPEs Universal Time Universal Time
CERT-Bund Advisories VE2095-13372
DFN-CERT Advisories Thu, Dec 18, 2025  Thu, Dec 18, 2025 CVE-2025-57833
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-59681 s T o7 o N/A N/A
o configuration N b1379d950d) Security Checks  Coordinated Coordinated CVE-2025-59682 B
Universal Time Universal Time CVE-2025-64459
3= Administration > CVE-2025-64460
@ Help > Thu, Dec 18, 2025  Thu, Dec 18, 2025 CVE-2025-58185
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-58188 =
td 97 % N/A N/A
bf07d21f3e) Security Checks  Coordinated Coordinated CVE-2025-58189 = S i / /
Universal Time Universal Time CVE-2025-61723
Thu, Dec 18, 2025  Thu, Dec 18, 2025
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-6176 OVE-2025-66471 8, D o7 NA A
9e233a4e22) Security Checks  Coordinated Coordinated
Universal Time Universal Time

| & OPENVAS SCAN - NVTs x PENVAS SCAN - Repor x| + - a X

) Conversation

« ¢ GO https://192.168.100.200/m

CVE-2025-64460

|l Dashboards
© You have been inactive, your session will expire in

Thu, Dec 18, 2025  Thu, Dec 18, 2025  CVE-2025-58185 3 minutes
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-58188
Scans > & 7%  N/A N/A
© bfo7d21f3€) Security Checks  Coordinated Coordinated CVE-2025-58189 = i / /
3 ssets N Universal Time Universal Time CVE-2025-61723
Resilience > Thu, Dec 18, 2025 Thu, Dec 18, 2025
Fedora: Security Ad FEDORA-2025- Fedora Local 4:17 AM 4:17 AM .
edora: Security Advisory edora tocal CVE-2025-6176 CVE-2025-66471 |3, I 7% NA N/A
5 Security 9e233a4€22) Security Checks  Coordinated Coordinated
= Information Universal Time Universal Time
VIS Thu, Dec 18, 2025 Thu, Dec 18, 2025
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM
CVE ¢ 97%  NA N/A
s 6e8c819299) Security Checks  Coordinated Coordinated = B ad v 4
CPEs Universal Time Universal Time
CERT-Bund Advisories CVE-2025-13372
Thu, Dec 18, 2025  Thu, Dec 18, 2025  CVE-2025-57833
DFN-CERT Advisories Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM (CVE-2025-59681 s
! GEOCTEEED 7% NA N/A
45€e190318) Security Checks  Coordinated Coordinated CVE-2025-59682 &
/2 configuration > Universal Time Universal Time CVE-2025-64459
CVE-2025-64460
Administration >
® Hep N CVE-2025-13372
Thu, Dec 18, 2025  Thu, Dec 18, 2025  CVE-2025-57833
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-59681 . eETITTIE o7 VA i
24dfd3b072) Security Checks  Coordinated Coordinated CVE-2025-59682 = °
Universal Time Universal Time CVE-2025-64459
CVE-2025-64460
Apply to page contents ©9
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Affichage de la liste des CVE détectées avec leur répartition par niveau de sévérité.

N/ & OPENVAS SCAN - CVEs x OPENVAS SCAN x|+ - 0 X
& C CEEXTEDD biips//192.168.100.200/cves % © o+ M Conversation
& openvas
|t Dashboards €] Filter
@ You have been inactive, your session will expire in
3 minutes
B
© sans ’ 7 cvEs 322960 of 322060
i CVEs ° oo
= assets >
CVES by Severity Class (Total: 322960) x CVES by Creation Time x CVES by CVSS (Total: 322960) x
Resilience >
N/A Created CVEs 7
o Security
= Information v Log © Total CVEs |
43898
Low
NVTs -
’ Medium
CVEs ul
High
CPEs W Critical : e
CERT-Bund Advisories
DFN-CERT Advisories ()] 1-10of 322960 > >l
/2 configuration > EPSS
Name .  Description 1| Published 1) cvss Base Vector T\ Severity 1)
35 Administration > Score Tl Percentile )

Some payload elements of the messages sent between two stations in a Fri, Sep 5, 2025 5:15

CVE-2025-
oss networking architecture are not properly checked on the receiving station  PM Coordinated /A N/A N/A

allowing an attac Universal Time
ve-20ps.  The seauence of packets received by a Networking server are not correctly  Fri, Sep 5, 2025 5:15
P, checked. An attacker could exploit this vulnerability to send specially crafted PM Coordinated /A N/A N/A

messa... Universal Time

Tue, Sep 9, 2025

2005 CWE-78: Improper Neutralization of Special Elements used in an 0S ue, Sep
o Command ('0S Command Injection’) vulnerability exists that could cause /n N/A N/A .

N | & OPENVAS SCAN - CVEs x

<« C CEEETD sips//192.168.100.200;

OPENVAS

|l Dashboards

CVE-2025-
9997
© scans >
3 assets >
CVE-2025-
Resilience > 9996
— Security
Information CVE-2095
NVTs 9994
CVEs
CPEs CVE-2025-
9993
CERT-Bund Advisories
DFN-CERT Advisories
CVE-2025
/2 configuration > 9992
Administration >
@ Help >
CVE-2025-
9991
CVE-2025
9990
Greenbone OS 24.10.9
CVE-2025-

CWE-78: Improper Neutralization of Special Elements used in an 0S.
Command ('0S Command Injection’) vulnerability exists that could cause
command injection in BL.

CWE-78: Improper Neutralization of Special Elements used in an 0S
Command ('0S Command Injection’) vulnerability exists that could cause
the execution of any sh...

The Amp'ed RF BT-AP 111 Bluetooth access point's HTTP admin interface
does not have an authentication feature, allowing unauthorized access to
anyone with netwo...

The Bei Fen - WordPress Backup Plugin plugin for WordPress is vulnerable to
Local File Inclusion in all versions up to, and including, 1.4.2 via the 'task’
h.

The Ghost Kit - Page Builder Blocks, Motion Effects & Extensions plugin for
WordPress is vulnerable to Stored Cross-Site Scripting via the custom JS
field in al..

The Tiny Bootstrap Elements Light plugin for WordPress is vulnerable to
Local File Inclusion in all versions up to, and including, 4.3.34 via the
‘language’ par...

The WordPress Helpdesk Integration plugin for WordPress is vulnerable to
Local File Inclusion in all versions up to, and including, 5.8.10 via the
portal_type p...

The Featured Image from URL (FIFU) plugin for WordPress is vulnerable to
Sensitive Information Exposure in all versions up to, and includina, 5.2.7

Tue, Sep 9, 2025
10:15 PM
Coordinated Universal
Time

Tue, Sep 9, 2025
9:15 PM Coordinated
Universal Time

Tue, Sep 9, 2025
2:15 PM Coordinated
Universal Time

CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:

H/LH/AH

Tue, Sep 30, 2025
11:37 AM
Coordinated Universal
Time

CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S: U/C:H/I:H/A:H

Thu, Sep 18, 2025
10:15 AM
Coordinated Universal
Time

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:C/C:

Tue, Sep 30, 2025
11:37 AM
Coordinated Universal
Time

CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H

Fri, Sep 5, 2025 3:15
AM Coordinated
Universal Time

CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/ATH

Fri, Sep 26, 2025

5:15 AM Coordinated  CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:L/I:N/A:N

3 minutes

N/A

N/A

N/A

© You have been inactive, your session will expire in

N/A

N/A

N/A
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Recherche de vulnérabilité - Greenbone

Analyse complémentaire des vulnérabilités CVE détectées par OpenVAS sur la machine

cible.

N | & OPENVAS SCAN - CVEs

<« C

& openvas

Non sécurisé

hitps:

192.168.100.200/cves

- 8 x

.l Dashboards

© scans >

=
5 assets >
[ Resilience >
o Security

= Information
NVTS
CVEs
CPEs
CERT-Bund Advisories
DFN-CERT Advisories

/2 Configuration >

Administration >

@ Help >

CVE-2025-
9994

CVE-2025-
9993

CVE-2025-
9992

CVE-2025-
9991

CVE-2025-
9990

CVE-2025-
9985

polied filtr: sort-re

The Amp'ed RF BT-AP 111 Bluetooth access point's HTTP admin interface
does not have an authentication feature, allowing unauthorized access to
anyone with netwo...

The Bei Fen - WordPress Backup Plugin plugin for Wordpress is vulnerable to
Local File Inclusion in all versions up to, and including, 1.4.2 via the 'task’
Thi...

The Ghost Kit - Page Builder Blocks, Motion Effects & Extensions plugin for
WordPress is vulnerable to Stored Cross-Site Scripting via the custom J5
field in al..

The Tiny Bootstrap Elements Light plugin for WordPress is vulnerable to
Local File Inclusion in all versions up to, and including, 4.3.34 via the
‘language’ par...

The WordPress Helpdesk Integration plugin for WordPress is vulnerable to
Local File Inclusion in all versions up to, and including, 5.8.10 via the
portal_type p...

The Featured Image from URL (FIFU) plugin for WordPress is vulnerable to
Sensitive Information Exposure in all versions up to, and including, 5.2.7
through publ...

Tue, Sep 9, 2025
2:15 PM Coordinated
Universal Time

Tue, Sep 30, 2025
11:37 AM
Coordinated Universal
Time

Thu, Sep 18, 2025
10:15 AM
Coordinated Universal
Time

Tue, Sep 30, 2025
11:37 AM
Coordinated Universal
Time

Fri, Sep 5, 2025 3:15
AM Coordinated
Universal Time

Fri, Sep 26, 2025
5:15 AM Coordinated
Universal Time

cvss:3.

cvss:3.

cvss:3.

cvss:3.

cvss:3.

cvss:3.

0]

:H/LH,

1/AV:N/AC:L/PR:N/UL:N/S:U/

1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H

1/AV:N/AC:L/PR:L/UL:N/S:C/C:L/T:

1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:H

1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/AH

1/AV:N/AC:L/PR:N/UL:N/S:U/C:L/I:N/AIN

You have been inactive, your session
3 minutes

will expire in

D NA N/A
IS N/A N/A
D /A N/A
I /A N/A
TESHED N/A N/A

Applyto page contents <

©9

1-100f322960 > >l

Consultation des CPE (Common Platform Enumeration) permettant d’identifier les logiciels
et versions détectés sur la machine analysée.

N | & OPENVAS SCAN - CPEs

<« C

© Non sécur

rise PO

x OPEN

192.168.100.200,

|l Dashboards

© scans >

=
S assets >
Resilience >
= Security

== Information
NVTs
CVEs
CPEs
CERT-Bund Advisories
DFN-CERT Advisories
/2 Configuration >

Administration >

@ Help >

S

o

Name 11

cpe:/azibm

cpe:/azibm

cpe:/azibm

cpe:/azibm

urbancode_deploy:7.3.0.

urbancode_deploy:7.1.2..

urbancode_deploy:7.2

urbancode_deploy:7.3.2.

Filter

§ CPEs 1530345 of 1530345

CPEs by Severity Class (Total: 1530345) x
N/A -
Lo 6.
444476 9 2
Low ‘g,
Medium s
High N .
M Critical o
Title T

CPES by Creation Time

IBM UrbanCode Deploy 7.3.0.1

IBM UrbanCode Deploy 7.1.2.28

1BM UrbanCode Deploy 7.2.3.21

IBM UrbanCode Deploy 7.3.2.16

© You have been inactive, your session will expire in

Created CPEs

Total CPEs

Modified

Wed, Dec 17, 2025 8:50 PM
Coordinated Universal Time

Wed, Dec 17, 2025 8:50 PM
Coordinated Universal Time

3 minutes
oo

CPEs by CVSS (Total: 1530345) x

1-100f 1530345 > >l

Wed, Dec 17, 2025 8:50 PM
Coordinated Universal Time

CVEs T Severity 1|
0 TS
0
0 /A
0 /a

Wed, Dec 17, 2025 8:50 PM
Coordinated Universal Time
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Recherche de vulnérabilité - Greenbone

Affichage détaillé des logiciels détectés via les identifiants CPE pendant le scan OpenVAS.

N | & OPENVAS SCAN - CPEs x OPENVAS SCAN

RO & o sicuriss

& openvas

hitps://192.168.100.200/cpes

- 8 x

& - My conversation

|l Dashboards
cpe:/a:ibm:urbancode_deploy:7.3.0.1

© scans >

cpe:/a:ibm:urbancode_deploy:7.1.2.28

5 assets >

[3) Resilience > cpe:/a:ibm:urbancode_deploy:7.2.3.21
— Securit

) . v

Information cpe:/a:ibm:urbancode_deploy:7.3.2.16

NVTs

CvEs cpe:/azibm:urbancode_deploy:2.6.0

CPEs

cpe:/a:ibm:urbancode_deploy:6.0.1.14
CERT-Bund Advisories

DFN-CERT Advisories

cpe:/a:ibm:urbancode_deploy:6.0.1.15

/2 Configuration >

bancode_deploy:6.1.0.10

cpe:/a:ibm:urbancode_deploy:6.1.3.9

cpe:/azibm:urbancode_deploy:6.2.7.

N | & OPENVAS SCAN - CERT-Bund Adv X P!

& C CEEXZED viip5//192.168.100.200,

1BM UrbanCode Deploy 7.3.0.1

IBM UrbanCode Deploy 7.1.2.28

1BM UrbanCode Deploy 7.2.3.21

1BM UrbanCode Deploy 7.3.2.16

IBM UrbanCode Deploy 2.6.0

IBM UrbanCode Deploy 6.0.1.14

IBM UrbanCode Deploy 6.0.1.15

1BM UrbanCode Deploy 6.1.0.10

1BM UrbanCode Deploy 6.1.3.9

IBM UrbanCode Deploy 6.2.7.8

Wed, €

Coordil © You have been inactive, your session will expire in

3 minutes

Wed, Dec 17, 2025 8:50 PM

Coordinated Universal Time
Wed, Dec 17, 2025 8:50 PM

0 /A
Coordinated Universal Time
Wed, Dec 17, 2025 8:50 PM

[ /A
Coordinated Universal Time
Wed, Dec 17, 2025 8:50 PM

0 C v )
Coordinated Universal Time
Wed, Dec 17, 2025 8:50 PM

0 L v )
Coordinated Universal Time
Wed, Dec 17, 2025 8:50 PM

0 L v ]
Coordinated Universal Time
Wed, Dec 17,2025 8:50PM
Coordinated Universal Time
Wed, Dec 17, 2025 8:50 PM

0 L v )
Coordinated Universal Time
Wed, Dec 17, 2025 8:50 PM

[ /A
Coordinated Universal Time

Apply to page contents ©9
1-1nof1snas > S T

i Dashboards €]

© seans i CERT-Bund Advisories 25185 of 25185
= Assets >

CERT-Bund Advisories by Severity Class (Total: 25185)

Resilience >

N/A
= Security

Medium
NVTS

High
CvEs

= Critical
CcPEs

CERT-Bund Advisories

Filter
© You have been inactive, your session will expire in
3 minutes
0o
CERT-Bund Advisories by Creation Time x CERT-Bund Advisories by CVSS (Total: 25185) x
g Created CERT-Bund Advs
i Total CERT-Bund Advs 504
E o %000 |
Time
1-100f 25185 > >l
Created CVEs Tl Severity 1L

DFN-CERT Advisories ()]
/2 Configuration > Name 11 Title 14
35 Administration >
WID-SEC-2024-
@ Hel > Linux Kernel: Mehrere Schwachstellen ermoglichen Denial of Service
P 3762
WID-SEC-2024-
Linux Kernel: Mehrere Schwachstellen
3756
enbone

WID-SEC-2024-

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025

11:00 PM —
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Affichage détaillé des avis CERT-Bund et des niveaux de sévérité associés aux vulnérabilités
détectées.

N | & OPENVAS SCAN - CERT-Bund Adv X OPENVAS SC.

. x|+ - 8 x

& C CEBED vps//192.168.100200/cert

|ui  Dashboards

© You have been inactive, your session will expire in

WID-SEC-2024- 3 minutes
Linux Kernel: Mehrere Schwachstellen
© scans > 7ee
Universal Time
o
Assets >
= Tue, Dec 16, 2025
WID-SEC-2024- 11:00 PM
Resilience > 3795 Apache Kafka: Schwachstelle erméglicht Umgehen von Sicherheitsvorkehrungen Conrdinated Baium) 1
= Security Universal Time
= Information v
Tue, Dec 16, 2025
s ICSEC2025y Sonatype Nexus Repository Manager: Mehrere Schwachstellen DR ) ]
2864 il Sl A Coordinated
CVEs Universal Time
CPEs
Tue, Dec 16, 2025
R . WID-SEC-2025. 11:00 PM
CERT-Bund Advisories TYPO3 Extension (Single Sign-on SAML): Schwachstelle erméglicht Umgehen von Sicherheitsvorkehrungen
2865 Coordinated
DFN-CERT Advisories Universal Time
/2 configuration > Tue, Dec 16, 2025
= WID'SEC2025° b obear ssH: Schwachstelle ermoglicht Erlangen von Administratorrechten 11:00 PM
Administration > 2866 Pl & 9 9 Coordinated
Universal Time
@ Help >
Tue, Dec 16, 2025
WID-SEC-2025- 11:00 PM
HPE OneView: Schwachstelle erméglicht Codeausfiihrung
2867 Coordinated
Universal Time
Tue, Dec 16, 2025
WID-SEC-2025- 11:00 PM
Linux Kernel: Mehrere Schwachstellen
eenbone 05 24 2868 " Coordinated T
Universal Time v

Consultation des recommandations de sécurité publiées par les organismes CERT concernant
les failles identifiées.

N | & OPENVAS SCAN - CERT-Bund Adv X P!

¢ C CEEETED -ve//192.168100200

@ | oo:00

2865 Conrdinated
|uli  Dashboards
© You have been inactive, your session will expire in
3 minutes
© scans > p
WID-SEC-2025- 11:00 PM
Dropbear SSH: Schwachstelle erméglicht Erlangen von Administratorrechten /A
2866 Coordinated
5 assets >
= Universal Time
Resilience >
Tue, Dec 16, 2025
WID-SEC-2025- 11:00 PM
& Security o HPE OneView: Schwachstelle erméglicht Codeausfiihrung
S [nformation 2867 Coordinated
Universal Time
NVTS
Tue, Dec 16, 2025
CVEs WID-SEC-2025- 11:00 PM
Linux Kernel: Mehrere Schwachstellen S Baom)
CPEs Universal Time
CERT-Bund Advisories
Tue, Dec 16, 2025
- WID-SEC-2024 11:00 PM
DFN-CERT Advisorles Linux Kernel: Mehrere Schwachstellen 5 )
1025 Coordinated
/2 Configuration > Universal Time
3= Administration > Tue, Dec 16, 2025
WID-SEC-2024- 11:00 PM
® Hel N Linux Kernel: Mehrere Schwachstellen ermaglichen Denial of Service D
P 1188 Coordinated
Universal Time
Apply to page contents. 9

1-100f25185 > >l
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Consultation des avis DFN-CERT liés aux vulnérabilités détectées par OpenVAS.

/| & OPENVAS SCAN - DFN-CERT Advi X | # OPENVAS SCAN
& O CETETIE vv5//192.168.100200/dincert

& openvas

Recherche de vulnérabilité - Greenbone

- 8 x

|ui  Dashboards

© scans >
= Assets >

Resilience >

Security
Information

k)

VTS
cves
cPEs
CERT-Bund Advisories
DFN-CERT Advisories
/2 Configuration >

Administration >

®
DEN..
CERT
§ DFN-CERT Advisories 39953 of 39953
DFN-CERT Advisories by Severity Class (Total: 36953) x
N/A .
H
Medium H
High i
- critical :
(o}
Name T} Title 7L

DFN-CERT-2025-3539

DFN-CERT-2025-3538

DFN-CERT-2025-3537

DFN-CERT-2025-3536

Filter

DFN-CERT Advisories by Creation Time.

Created DFN-CERT Advs

- Total DFN-CERT Advs

TYPO3 Extension: Eine Schwachstelle ermsglicht das Umgehen von Sicherheitsvorkehrungen

Linux-Kernel: Mehrere Schwachstellen ermoglichen u. a. einen Denial-of-Service-Angriff

Linux-Kernel: Mehrere

u. a. einen Dy

vice-Angriff

Linux-Kernel: Mehrere Schwachstellen ermoglichen u. a. einen Denial-of-Service-Angriff

© You have been inactive, your session will expire in

3 minutes

DFN-CERT Advisories by CVSS (Total: 39953) x

Created s

Wed, Dec 17, 2025 12:34 PM
Coordinated Universal Time

Wed, Dec 17, 2025 10:46 AM
Coordinated Universal Time

Wed, Dec 17, 2025 10:45 AM
Coordinated Universal Time

Wed, Dec 17, 2025 10:42 AM
Coordinated Universal Time

0o

1-100f39953 > >l

Severity 11

Analyse détaillée des alertes DFN-CERT et des niveaux de criticité associés aux failles de
sécurité identifiées.

N | & OPENVAS SCAN - DFN-CERT Adv: X OPEN

< c D

Dashboards

© scans N
5 assets >

Resilience >

= Securit
) y
Information

NVTs
CVEs
CPEs
CERT-Bund Advisories
DFN-CERT Advisories

/2 Configuration >

Administration >

@ Help >

192.168.100.200,

Name 1

DFN-CERT-2025-3539

DFN-CERT-2025-3538

DFN-CERT-2025-3537

DFN-CERT-2025-3536

DFN-CERT-2025-3535

DFN-CERT-2025-3534

DFN-CERT-2025-3533

DFN-CERT-2025-3532

DFN-CERT-2025-3531

DFN-CERT-2025-3530

Title T

TYPO3 Extension: Eine Schwachstelle erméglicht das Umgehen von Sicherheitsvorkehrungen

Linux-Kernel: Mehrere Schwachstellen ermoglichen u.

a

einen Denial-of-Service-Angriff

Linux-Kernel: Mehrere u.

Linux-Kernel: Mehrere Schwachstellen ermoglichen u.

Linux-Kernel: Mehrere Schwachstellen ermoglichen u.

a

a

einen D vice-Angriff

einen Denial-of-Service-Angriff

das Erlangen von Administratorrechten

GNU Binutils: Eine Schwachstelle ermaglicht einen Denial-of-Service-Angriff

lang-github-facebook : Eine

ermaglicht einen Denial-of-Service-Angriff

Linux-Kernel: Mehrere Schwachstellen ermoglichen u. a. das Ausfuhren beliebigen Programmcodes

Linux-Kernel: Mehrere Schwachstellen ermoglichen u. a. das Ausfuhren beliebigen Programmcodes

Wireshark: Zwel Schwachstellen ermoglichen einen Denial-of-Service-Angriff

Create™

© You have been inactive, your session will expire in

Wed, € 3 minutes
Coordit

Wed, Dec 17, 2025 10:46 AM
Coordinated Universal Time

Wed, Dec 17, 2025 10:45 AM
Coordinated Universal Time

Wed, Dec 17, 2025 10:42 AM
Coordinated Universal Time

Wed, Dec 17, 2025 10:36 AM
Coordinated Universal Time

Wed, Dec 17, 2025 10:23 AM
Coordinated Universal Time

Wed, Dec 17, 2025 9:44 AM
Coordinated Universal Time

Wed, Dec 17, 2025 9:15 AM
Coordinated Universal Time

Wed, Dec 17, 2025 9:10 AM
Coordinated Universal Time

Wed, Dec 17, 2025 6:53 AM
Coordinated Universal Time

Apply to page contents SR |
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Consultation des politiques de conformité et des modeles d’audit de sécurité disponibles dans
OpenVAS.

N & OPENVAS SCAN - Policies x PENVAS SCAN - Report x| + - ] X

< C CEEEED :ies//192.168.100.200,

) Conversation

|l Dashboards ona Filter
© You have been inactive, your session will expire in
3 minutes
9 scans > "
© ) policies 7 of 7
=
3 Assets >
Resilience v o 707
Compliance Policies Name
Compliance Audits Euler0S Linux Security Configuration oo
(Check compliance status of EulerOS 2.0 SP3/SPS/SP8 installation against above named Policy as distributed by Huawei. Version 20201215.)
Compliance Audit
Reports
Euler0S/Euler0S Virtual/HCE/openEuler Linux Security Configuration
= Security s (Check compliance status of EulerOS 2.0 SP9/SP10/SP11/sp12/sp13 EulerOS Virtual 2.9.x/2.10.x/2.11.x/2.12.x/2.13.x openEuler 20.03/22.03/24.03 HCE2.0/3.0 installation against above named Policy Py s
£ Information as distributed by openuler Community.)
/2 Configuration > GaussDB 100 V300R001C00 Security Hardening Guide (Standalone) oo
(Check compliance status of GaussDB installation against above named Policy as distributed by Huawei (based on Issue 5). Version 20201215.) =
Administration >
® we s GaussDB Kernel V500R001C00 Security Hardening Guide oo
P (Check compliance status againt mentioned policy (based on Issue 01 from 2020-07-21). Version 20201222.)
Huawei Datacom Product Security Configuration Audit Guide o
(Check compliance status of Huawei Datacom Device against above named Policy as distributed by Huawei. Version 20211209.)
IT-Grundschutz Kompendium o
(Policy fur Bausteine: SYS 1.2.2, SYS 2.2.2, SYS 2.2.3, SYS 1.3, SYS 2.3. Version 20231204.)
openGauss Security Hardening Guide oo
(Check compliance status againt mentioned policy (based on Issue 01 from 2020-10-14). Version 20201222.)

Affichage du rapport général du scan contenant les informations principales de I’analyse de
vulnérabilités.

V| 5 OPENVASSCAN-ReportDetsis X | +

< C CEEETD sips//192.168.100.200;

.l Dashboards

& Filter

© You have been inactive, your session will expire in
3 minutes

© scans o @ Fri, May 8, 2026 10:44 PM

Report: Coordinated Universal [ oone
Time

Tasks

Reports
Results

Vulnerabilities Information Results  Hosts Ports Applications ~ Operating Systems CVEs Closed CVEs  TLS Certificates  Error Messages ~ User Tags

(670f631)  (1of1) (180f23) (1907 19) ofs) (330f33) 0ofo) (2of2) ©of0) ©
Notes
Overrides Task Name Metasploitable
3 assets N Comment Automatically generated by wizard
Resil N Scan Time Fri, May 8, 2026 10:45 PM Coordinated Universal Time - Fri, May 8, 2026 11:42 PM Coordinated Universal Time
esilience
Scan Duration 0:57h
— Security
k) >
Information Scan Status [ oo J
;’ Configuration > Hosts scanned 1
S5 Administration > Filter apply_overrides=0 levels=chml min_qod=70
@ Help > Timezone Coordinated Universal Time (UTC)
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Consultation des informations générales du rapport de scan généré par OpenVAS.

N | & OPENVAS SCAN - Report Details X OPENVAS SCA!

& C CEEEED iips//192.168.100.200/report/S

|1 Dashboards @20~ & Filter

@ You have been inactive, your session will expire in

3 minutes
© @ Fri, May 8, 2026 10:44 PM
scans v
Report: Coordinated Universal [ oone ]
Tasks )
Time Stca7dtbotb54afc 871 i i May 8, 2026 10144 P4 Coordinated Ur < -’ .

Reports "

Results

Vulnerabilities Information  Results  Hosts  Ports  Applications ~ Operating Systems ~ CVEs  Closed CVEs  TLS Certificates ~ Error Messages ~ User Tags

(670f631)  (1of1)  (150F23) (90 19) (of) (33 0F33) (of0) @of2) ©of0) ©

Notes

Overrides Task Name Metasploitable
9 assets N Comment Automatically generated by wizard
resi s Scan Time Fri, May 8, 2026 10:45 PM Coordinated Universal Time - Fri, May 8, 2026 11:42 PM Coordinated Universal Time

esilience
Scan Duration 0:57h

= Security
(o) >
= Information Scan Status [ oo J
/% configuration > Hosts scanned 1
3% Administration > Filter apply_overrides=0 levels=chml min_qod=70
@ Help > Timezone Coordinated Universal Time (UTC)

Affichage du résumé des résultats du scan avec le nombre de vulnérabilités détectées et le
score de sévérité global.

N | & OPENVASSCAN-ReportDewis X | + - &8 X

& C CEBEZEE nips//192.168.100.200/report/91ca7d 1b-01b5-dafc-8711-eefbees9a2b7tab=2

D) Conversation

Filter
© You have been inactive, your session will expire in

3 minutes
D) scans . @ Fri, May 8, 2026 10:44 PM
Task Report: Coordinated Universal [ oone ]
asks )
Time 8,2 44 PM Coordinated Univer 42 R
Reports
Results
Vulnerabilities Information  Results  Hosts  Ports  Applications ~ Operating Systems ~ CVEs  Closed CVEs  TLS Certificates  Error Messages ~ User Tags
(670F631)  (10F1)  (180F23) (190f19) (ofn) (@3 0F33) (©of0) ©
Notes
Overrides 1-10f1
5 assets > ral
IP Address 1l Hostname 1, ~ 0ST. Ports T, AppsTl Distance 1| Auth Start 1| End 10 High 7L Medium T, Low Tl Log T, ' °°¢ 1 Total 7L Severity
Resilience > Positive
Fri,May 8,  Fri, May 8,
= Security
k) > 202610:48 2026 11:42
Information o o
192.168.100.101 18 19 8 39 6 o 0 67 [ 00 cican ]
© Coordinated  Coordinated
/2 configuration >
Universal Universal
3= Administration > Time Time
@ Help > d fiter: apply_overrides 52100 min_god=70 first=1 sor 1-10f1
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Consultation des ports ouverts détectés sur la machine analysée par OpenVAS.

N | OPENVASSCAN-ReportDewis X | + - a8 X

< C CRIIEENR) Hips//192.168.100200/report/9

& orenvas

|ui Dashboards
© scans o @ Fri, May 8, 2026 10:44 PM

Report: Coordinated Universal [ oone )
Time

Z@% T & Filter

@ You have been inactive, your session will expire in
3 minutes

Tasks

Reports
Results

Vulnerabilities Results  Hosts Ports Applications  Operating Systems CVEs Closed CVEs  TLS Certificates  Error Messages ~ User Tags

Information

@rofen) | (o) Gsofzm  (19of19) worn) o o0 @ot2) ©0or0) ©
Notes
overrides 1-180f18
S assets > port 1L Hosts 1) Severity
Resiience > s787/tcp 1 [ oo )
T e on 15247tcp 1 L oo
/2 Configuration > s512/tcp 1 P .
3= Administration > 80/tcp 1
@ e > s13/tcp 1
3306/tcp 1 [ o )
21/tcp 1 [ o5 (crtican ]
Greenbone 05 24.10.9 6200/tcp 1 [ ocwan )

Analyse des services réseau exposés et des niveaux de sévérité associés aux ports détectés.

V| & OPENVASSCAN-ReportDewis X | + - 8 X

< C CEEEED sips//192.168.100.200/ repor

1524/tcp

|ui  Dashboards

© You have been inactive, your session will expire in

s12/tcp 1 3 minutes
© scans - softcp 1
Tasks
513/tcp 1 [ 00 critan ]
Reports
3306/tcp 1 [ o3 (critican ]
Results
21/t 1 [ o3 (critican ]
Vulnerabilities P
Notes 6200/tcp 1 [ o e
Overrides 8009/tcp 1 EEICTEID
=
S Assets > 3632/tcp 1
Resilience >
5900/tcp 1 [ o0 critican ]
— Security
>
& |hformation 5432/tcp 1 [ o0 (critican ]
/2 Configuration > 2121/tep 1 D ]
35 Administration > 1099/tcp 1 -
>
@ rep siastep 1 -
25/tcp 1 D
22/tcp 1 B
Greenbone OS 24.10.9 23/tep 1 Bedivm) ]
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Consultation des applications détectées par OpenVAS sur la machine vulnérable analysée.

v | 5 OPENVASSCAN-ReportDetsis X |

<« C

& openvas

Non séuri

hitps://192.168.100.200

ort/9

|l Dashboards

© scans
Tasks
Reports
Results
Vulnerabilities
Notes
Overrides

3 assets

Resilience

= Security
= Information

/2 Configuration

Administration

Information

S@x00 &

. @ Fri, May 8, 2026 10:44 PM
Report: Coordinated Universal

Time

Results  Hosts
(670f631)  (10f1)

Closed CVEs  TLS Certificates  Error Messages ~ User Tags

© You have been inactive, your session will expire in
3 minutes

Application CPE 1|

B cpe:/a

cpe:/a

> % cpe:/a

cpe:/a

7 cpei/a

cpe:/a

@ cpe:/a

cpe:/a

Analyse détaillée

v | 5 OPENVASSCAN-ReportDetsis X |

& C CEEXEED viips//192.168.100.200,

& openvas

:mysql:mysql:5.0.51a

:beasts:vsftpd:2.3.4

postgresql:postgresql:8.3.1

ietf:transport_layer_security:1.0

apache:http_server:2.2.8

:phpmyadmin:phpmyadmin:3.1.1

:php:php:5.2.4

:ietf:secure_shell_protocol:2.0

(of0) 2of2) 0of0) ©
1-190f19

Hosts T Occurrences T} Severity

1 1 [ o (critcan ]
1 1 [ o (critian ]
1 1 [ o0 ccritan ]
1 2 B
1 1 Bricdivm) ]
i 1
1 1 n/A

1 1 /A v

des logiciels et composants installés détectés pendant le scan de sécurité.

|uli  Dashboards

©) scans
Tasks
Reports
Results
Vulnerabilities
Notes

Overrides

fom]

= Assets

Resilience

= Security
= Information

/2 configuration
Administration

@) Help

Greenbc

% cpe:/a:postgresql:postgresql:8.3.1

cpe:/a:

letf:transport_layer_security:1.0

# cpe:/a:apache:http_server:2.2.8

cpe:/a:phpmyadmin:phpmyadmin:3.

cpe:/a:

cpe:/a:

> cpe:/a:

cpe:/a

cpe:/a;|

cpe:/at

cpe:/a::

® cpe/a

cpe:/a

cpe:/a

cpe:/a:

@ cpe:/a:php:php:5.2.4

ietf:secure_shell_protocol:2.0

jquery:jquery:1.3.2

postix:postfix

:proftpd:proftpd:1.3.1

portmap: portmap

twiki:twiki:01.Feb.2003

samba:samba:3.0.20

openbsd:openssh:4.7p1

oracle:mysql:5.0.51a

ietf:secure_sockets_layer:3.0

isc:bind:9.4.2

@ You have been inactive, your session will expire in
3 minutes

H

>

>

>

== H B 5 B 5 B z z z z
H H H H H H H H

2
H

o
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Fin de la liste des applications et composants détectés lors de I’analyse OpenVAS.

V| & OPENVAS SCAN - ReportDetails X | =+

< C

& openvas

|l Dashboards

P hetps://192.168.100.200/report/91ca7d 1b-01b5-4afc-87

cpe:/a:phpmyadmin:phpmyadmin:3.1.1

© You have been inactive, your session will expire in

@ cpe:/a:php:php:5.2.4 1 1 3 minutes
© scans v
cpe:/a:ietf:secure_shell_protocol:2.0 1 1
Tasks
cpe:/azjquery:jquery:1.3.2 1 1
Reports
Results cpe:/a:postfix:postfix 1 1
Vulnerabilities cpe:/a:proftpd:proftpd: 1.3.1 1 1
Notes ,
cpe:/a:portmap:portmap 1 1
Overrides
cpe: /atwiki:twiki:01.Feb. 2003 1 1
fo)
5 assets >
. cpe:/a:samba:samba:3.0.20 1 1
Resilience >
5 Security @ cpe:/a:openbsd:openssh:4.7p1 1 1
>
= Information
cpe:/a:oracle:mysql:5.0.51a 1 1
/2 Configuration >
2= Administration N cpe:/a:ietf:secure_sockets_layer:3.0 1 2
@ Help > cpe:/aisc:bind:9.4.2 1 1
cpe:/azietf:secure_sockets_layer:2.0 1 1
fier: sply_ vin_qod=70 first=1 sor 1-190f19
Greenb

Identification du systéme d’exploitation détecté automatiquement sur la machine cible
analysée.

V| 5 OPENVASSCAN-ReportDetsis X |
& C CEEEEED w0//192.168.100.200/report/91ca7d 15-01b5
& openvas

|l Dashboards

& Filter
© You have been inactive, your session will expire in

3 minutes
© scans . @ Fri, May 8, 2026 10:44 PM
Report: Coordinated Universal T
Tasks N
Time ; F
Reports "
Results
Vulnerabilities Information  Results  Hosts  Ports  Applications ~ Operating Systems ~ CVEs  Closed CVEs ~ TLS Certificates ~ Error Messages ~ User Tags
(67 of 631) (10f1) (18 of 23) (19 of 19) (10f1) (33 0f 33) (0of 0) (20f2) (00f0) ()
Notes
Overrides 1-10f1
=
Assets >
o Assets Operating System 1) CPE 1) Hosts 1) Severity
Resilience > Ubuntu 8.04 cpe:/o:canonical:ubuntu_linux:8.04 1 [ oo ctca
— Security
>
& Information Al d filter: apply_overrides “! /=100 min_qed=70 first=1 sor erse=se 1-1of1
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Consultation des certificats TLS détectés sur la machine cible pendant le scan OpenVAS.

v | 5 OPENVASSCAN-ReportDetsis X |

& C XTI bisps//192.168.100.200/report/91ca7d 1b-01b5-afc

a Ay = @ -

a OPENVAS uic® | @ | @ |o00:00 & | user @
|1 Dashboards ®= == E@%00 & Filter
© You have been inactive, your session will expire in
3 minutes
© @ Fri, May 8, 2026 10:44 PM
scans v
sk Report: Coordinated Universal [ oone ]
asks
Time o
Reports
Results
Vulnerabilities Information  Results  Hosts  Ports  Applications ~ Operating Systems ~ CVEs  Closed CVEs  TLS Certificates  Error Messages ~ User Tags
(67 of 631) (10f1) (18 of 23) (19 of 19) (10f1) (330f 33) (00f 0) (20f2) (00f0) (@]
Notes
Overrides 1-2020 B
o
Assets >
=] Subject DN serial 1] Activates 1| Expires 10 ®1l Hostname 1| Port 1l Actions
Resilience >
C=XX,ST=There is no such thing outside US,L=Everywhere,0=0COSA,0U= ‘;“_2‘17' :‘;’ 17,2010 ;f‘é:;’wlsv 2010
— Security Office for Complication of Otherwise Simple Affairs,CN=ubuntug04-base.loc ~ OOFAF93A4C7FB6BOCC - 192.168.100.101 25 &
k) > Coordinated Coordinated
Information aldomain, EMAIL=root@ubuntug04-base.localdomain
Universal Time Universal Time
/% configuration >
, Mar 17, Fri, Apr 16,
. C=XX,ST=There is no such thing outside US,L=Everywhere,0=0COSA,0U= ‘;‘{2‘17 PMa' BZ12000 ;‘07 :;415 2810
2T Administration > Office for Complication of Otherwise Simple Affairs,CN=ubuntug04-base.loc  OOFAF93A4C7FBEBICC : 192.168.100.101 5432 &
e Coordinated Coordinated
® Help N Universal Time Universal Time

Applied filtr: apply_overrides=0 levels=chmi rows=100 min_s

1-20f2

5. Test avec la VM Damn Vulnerable Linux

Création d’une tiche de scan OpenVAS pour analyser la machine Damn Vulnerable Linux
avec le profil “Full and fast”.

Advanced Task Wizard

Quick start: Create a new task Task Name
This wizard can help you by Scan Damn Vulnerable Linux

creating a new scan task and

LV

automatically starting it. Scan Config
. Full and fast S
All you need to do is enter a name
for the new task and the IP
address or host name of the Target Host(s)
target, and select a scan 192.168.100.100
configuration.
Start Time
You can choose, whether you want o Start immediately
to run the scan immediately or just
create the task so you can run it Do not start automatically
manually later.
SSH Credential
In order to run an authenticated . on ~
scan, you have to select SSH B M port 22 v
and/or SMB credentials, but you
can also run an unauthenticated SMB Credential
scan by not selecting any - o
credentials.

For any other setting the defaults ESXi Credential

from "My Settings" will be applied. - v
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Lancement du scan de vulnérabilités sur la machine Damn Vulnerable Linux depuis
OpenVAS.

N | & OPENVAS SCAN - Tasks x [ - 0 X

Q) Conersaie

< C CEEEEED wiips//192.168.100200,

é OPENVAS

|l Dashboards

]
x
0

Filter
@ You have been inactive, your session will expire in
3 minutes
© scans v =
1 =/ Tasks 2 of 2 oo
Tasks
Reports Tasks by Severity Class (Total: 2) x Tasks with most High Results per Host x Tasks by Status (Total: 2) x
Results = Critical Done
N/A ™ Running
Vulnerabilities
Notes
Overrides — T .
5 assets >
Resilience >
— Security (m} <1-20f2 >
S >
Information
Name T Status T) Reports T Last Report T Severity T Trend T) Actions
ﬂ’ Configuration ’ Metasploitabl Fri, May 8, 2026 10:44 PM Coordinated
NS G e ’ cordnate > s
3= Administration N (Automatically generated by wizard) B Universal Time g 2 DEEZRD
@ Help > Scan Damn Vulnerable Linux f— -
1 > @ &
(Automatically generated by wizard) ODeazea
Applytopagecontents ¢ © @ &
lied f ly_overric qod: t=name first=1 0 Ge1\Wief2 >
Greenbone OS 24.10.9

Consultation de I’état du scan apres la fin de ’analyse de la machine Damn Vulnerable
Linux.

| # OPENVAS SCAN - Tasks x 4+

httpsi//192.168.100.200/tasks

é OPENVAS

.li Dashboards + Filter
Lt [OR NI © You have been inactive, your session will expire in
3 minutes
© scans v =
</ Tasks 2 of 2 0o
Tasks
Reports Tasks by Severity Class (Total: 2) x Tasks with most High Results per Host x Tasks by Status (Total: 2) £
Results Low Done
W Critical
tasploitable
Notes
Overrides — T T
B Assets > Resuts per Host
Resilience >
— Security o] < <1-2002 5
(o) >
= Information
Name Status 1) Reports T,  Last Report 1] Severity T| Trend TL Actions
;, Configuration i Metasploitable Fri, May 8, 2026 10:44 PM Coordinated
! I y 8, i
[ oo J [ 0.0 ccrtican __J &
administration > (Automatically generated by wizard) N Universal Time CLEZe9
@ Help > Scan Damn Vulnerable Linux o Sun, May 10, 2026 4:48 AM Coordinated = -
(Automatically generated by wizard) i S e, D@ ZOD
Applytopagecontents ¢ © @ &
ort=n ova=10) Gdiger Waorai> |
Greenbone 0 24.10.9
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Affichage des informations générales de la tache de scan Damn Vulnerable Linux dans
OpenVAS.

S & OPEMWVAS SCAN - Task: Scan Dam: X +

<« O (EREUEENEY bins://192.168.100.200/task/ecala5d7-145f-46e7-851b-8499272997ch

3\ OPENVAS

Ll Dashboards o=meosma b @dPePcPno
@ S5cans e pp— .
. :/Task: Scan Damn Vulnerable Linux
Tasks
Reports
Results Information User Tags Permissions

(0) ()

Vulnerabilities

Name Scan Damn Vulnerable Linux
Motes
Comment Automatically generated by wizard
Overrides
Alterable No
=
— Assets »
Status L _pone
@ Resilience >
Target
o) Security N
' Information Target for Scan Damn Vulnerable Linux - 2026-05-10 04:48:42
J—“) Configuration » Scanner
=+ Administration ’ Name OpenVAS Default
@ Help >
Type OpenVAS Scanner
Scan Config Full and fast
Order for target hosts
Maximum
Greenbone 0S 24.10.9 concurrently executed 4

NVTs per host
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Consultation des parameétres du scanner OpenVAS et des informations de durée du scan
effectué¢ sur Damn Vulnerable Linux.

' & OPENWAS SCAN - Task: Scan Dam: X +

[l Dashboards Scanner
Name OpenVAS Default
@ Scans w
Type OpenVAS Scanner
Tasks
Scan Config Full and fast
Reports
Order for target hosts
Results
Maximum
Vulnerabilities concurrently executed 4
NVTs per host
Notes
Maximum
Overrides concurrently scanned 20
hosts
g Assets »
g Resilience » Assets
o) Security N Add to Assets Yes
= Information
Apply Overrides Yes
(/@’ Configuration p
Min QoD 70 %
5= Administration p
Scan

@ Help >

Duration of last Scan 7 minutes
Average Scan duration 7 minutes
Auto delete Reports Do not automatically delete reports

Greenbone 0S5 24.10.9
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Consultation du rapport final du scan de la machine Damn Vulnerable Linux dans OpenVAS.

~ | & OPENVAS SCAN -Reports

< C

a OPENVAS

CITEETD) t:tp5://192.168.100.200/ e

x +

- a8 x

0 Conversio

|l Dashboards

© scans
Tasks
Reports
Results
Vulnerabilities
Notes
Overrides

5 assets

Resilience

Security
Information

/2 configuration
3% Administration

@ Help

Gree 24.10.9

o4
@ Reports 2 of 2

Reports by Severity Class (Total: 2) x
Low
. -
Date status T Task T
Sun, May 10, 2026
4:48 AM Coordinated @S  Scan Damn Vulnerable Linux
Universal Time
Fri, May 8, 2026 10:44
PM Coordinated @D  vetasploitable

Universal Time

Affichage détaillé des résultats et des vulnérabilités détectées sur Damn Vulnerable Linux.

N | & OPENVAS SCAN - Results

<« C

a OPENVAS

D) -::55://192.168.100.200)

x WS

Filter
© You have been inactive, your session will expire in
3 minutes
oo
Reports with High Results x Reports by CVSS (Total: 2) x
— Max High o]
* Max High per Host g 07
£ oed
N |
|
|
|
a .
1-20f2
Severity 1| o T (bediom D T o N T Actions
D 2o ] o o 3 10 o A®
14 8 39 6 o1 o A®
Apply o page contents © ®
- o x
a5 A £ ) Conversation

|l Dashboards

© scans
Tasks
Reports
Results
Vulnerabilities
Notes
Overrides

=

3 assets

Resilience

= Security
. Information

/2 configuration

Administration

@ Help

10.9

(C]

@J Results 171 of 648

Results by Severity Class (Total: 171)

41‘

(o}

Vulnerability T P
Operating System (0S) End of Life (EOL) Detection &5
Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerabilities K3

Filter

Severity

Log
Low
Medium
High

= Critical

QoD Tl

EEEYTETETED 80 %

T 99 %

w1

192.168.100.101

192.168.100.101

© You have been inactive, your session will expire in
3 minutes

6o

Results by CVSS (Total: 171) x

1-100f171 > >l

EPSS
Location T Created 1|
Name T} Score T Percentile T}
Fri, May 8,
eneral/tc N/A N/A 2026 11:11 PM

g P Coordinated
Universal Time
Fri, May 8,
2026 11:19 PM

8787/tcp N/A N/A

Coordinated
Universal Time
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Consultation des vulnérabilités critiques détectées sur la machine Damn Vulnerable Linux.

N | & OPENVAS SCAN - Results x = - 8 x

< C CEEEED ips//192.168.100.200/results 5 A

aopsmms ER

|ui  Dashboards

© You have been inactive, your session will expire in

3 minutes
© scans v Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerabilities & EGEOTTSED 90 % 192.168.100.101 8787/tcp N/A N/A S nnes
Coordinated
Tasks Universal Time
Reports Fri, May 8,
2026 11:22 PM
Results Possible Backdoor: Ingreslock ® [ 100 (crucal)  JECTETS 192.168.100.101 1524/tcp N/A N/A
Coordinated
Vulnerabilities Universal Time
Notes Fri, May 8,
TWiki < 4.2.4 Multiple XSS / Command Execution Vulnerabilities £, RIS 50 % 192.168.100.101 80/t N/A NA 2026/11:10.PM
Overrides s ! &h D Coordinated
Universal Time
o]
5 assets >
Fri, May 8,
Resilience >
. 2026 11:06 PM
rlogin Passwordless Login &5 [ 100 (cruca)  JEENETS 192.168.100.101 513/tcp N/A N/A
Coordinated
= Security
3 > Universal Time
Information
/2 configuration > Fri, May 8,
2026 11:13 PM
The rexec service is running 5 EGETICTOED 50 % 192.168.100.101 512/tcp N/A N/A
Administration > Coordinated
Universal Time
@ Help >
Fri, May 8,
2026 11:19 PM
MySQL / MariaDB Default Credentials (MySQL Protocol) &5 95 % 192.168.100.101 3306/tcp N/A N/A
Coordinated
Universal Time
Fri, May 8,
2026 11:21 PM
vsftpd Compromised Source Packages Backdoor Vulnerability e EEETTCTETEED 99 % 192.168.100.101 6200/tcp N/A N/A o .

Analyse détaillée des failles de sécurité identifiées avec leurs niveaux de sévérité associés.

N | & OPENVAS SCAN - Results x |+ - o x

<« C CEEREED :ips//192.168.100.200;

|l Dashboards

@ You have been inactive, your session will expire in

3 minutes
scans v cvew saivu i
9 login Passwordiess Login S  GEECTCITEED 0%  192.165.100.101 s13/tc /A /A
rlogir vor gi /tep /! /1 Coordinated
Tasks Universal Time
Reports Fri, May 8,
- 2026 11:13 PM
Results The rexec service is running & @D 80 % 192.168.100.101 512/tcp N/A N/A
Coordinated
Vulnerabilities Universal Time
Notes Fri, May 8,
2026 11:19 PM
MySQL / MariaDB Default Credentials (MySQL Protocol 5 [ 5. (crivca) ___JEEERTY 192.168.100.101 3306/t N/A N/A
overrides YSQL / MariaDB Default Credentials (MySQL Protocol) /tcp 7 7 coordinated
= Universal Time
5 assets >
y Fri, May 8,
Resilience > o 2026 11:21 PM
vsftpd Compromised Source Packages Backdoor Vulnerability &4 [ os(cruca)  JECEETS 192.168.100.101 6200/tcp N/A N/A e
= Security
> Universal Time
= Information
/% Configuration > Fri, May 8,
. s 03 2026 11:21 PM
vsftpd Compromised Source Packages Backdoor Vulnerability S EEEDCTETEED 9%  192.168.100.101 21/tcp N/A N/A
Administration > Coordinated
Universal Time
@ Help >
Fri, May 8,
o 2026 11:28 PM
Apache Tomcat AJP RCE Vulnerability (Ghostcat) - Active Check &4 99 % 192.168.100.101 8009/tcp N/A N/A e
Universal Time

Apply to page contents SR |

enbone 0S 2
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Affichage de la liste des vulnérabilités détectées sur Damn Vulnerable Linux avec leur niveau
de criticité.

N & OPENVAS SCAN - Vulnerabiliies X = - 8 x

< C CREEZNR) hips://192.168.100.200/vulnerabilitie:

- @ Comversation

& orenvas

i Dashboards €] Filter
@ You have been inactive, your session will expire in
3 minutes
© scans v
ities 123 of 597 oo
Tasks
Vulnerabilities by CVSS (Total: 123) x Vulnerabilities by Severity Class (Total: 123) x
Reports v
Results Log
Low
Vulnersbiites A
Medium
Notes High
Overrides N — - Critical
S assets > s
Resilience >
10 of 123
— Security N >
Information Name 11 Oldest Result 11 Newest Result T Severity QoD 1L Results Tl Hosts 1L
/2 configuration >
Fri, May 8, 2026 11:22 PM Fri, May 8, 2026 11:22 PM
s : [ 0.0 critican ] %
Possible Backdoor: Ingreslock Coordinated Universal Time Coordinated Universal Time 9% 1 !
3= Administration >
Fri, May 8, 2026 11:19 PM Fri, May 8, 2026 11:15 PM
(@) Help > Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerabilities v g GENCTTED 9% 1 1
Coordinated Universal Time Coordinated Universal Time
Fri, May 8, 2026 11:13 PM Fri, May 8, 2026 11:13 PM
The rexec service is running GETTTTE 0% 1 1
Coordinated Universal Time Coordinated Universal Time
Fri, May 8, 2026 11:06 PM Fri, May 8, 2026 11:06 PM
rlogin Passwordless Login [ 100 (cruca)  BEELETS 1 1

Coordinated Universal Time

Coordinated Universal Time

Analyse détaillée des failles de sécurité critiques présentes sur la machine cible analysée.

\/ & OPENVASSCAN - Vulnerabilies X = =+

<« C CEERETD :ips//192.168.100.200;

%

a OPENVAS

|l Dashboards

Possible Backdoor: Ingreslock

Fri, May 8, 2026 11:22 PM
Coordinated Universal Time

Fri, May 8, 2026 11:22 PM
Coordinated Universal Time

@ O You have been inactive, your session will expire in

3 minutes
Scans v Fri, May 8, 2026 11:19 PM Fri, May 8, 2026 11:19 PM
9 Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerabilities Y i GETIEEED 9% 1 1
Coordinated Universal Time Coordinated Universal Time
Tasks
Report he rexer service s runmin Fri, May 8, 2026 11:13 PM Fri, May 8, 2026 11:13 PM P —— . s
ports N Coordinated Universal Time Coordinated Universal Time ©
Results
Fri, May 8, 2026 11:06 PM Fri, May 8, 2026 11:06 PM
rlogin Passwordless Login [ 100 (cruca)  JEENETS 1 1
Vulnerabilities Coordinated Universal Time Coordinated Universal Time
Notes Fri, May 8, 2026 11:16 PM Fri, May 8, 2026 11:16 PM
TWIki < 4.2.4 Multiple XSS / Command Execution g GETICTTES 0% 1 1
Coordinated Universal Time Coordinated Universal Time
Overrides
=] Fri, May 8, 2026 11:11 PM Fri, May 8, 2026 11:11 PM
= Assets > Operating System (0S) End of Life (EOL) Detection WhLEy b Ly GETIEEED S0 % 1 1
Coordinated Universal Time Coordinated Universal Time
Resilience >
Fri, May 8, 2026 11:34 PM Fri, May 8, 2026 11:34 PM
PHP < 5.3.13, 5.4.x < 5.4.3 Multiple Vulnerabilities - Active Check GEITTTES 5 1 1
o Security N Coordinated Universal Time Coordinated Universal Time
£ Information
i TS SR R s R e T (i, LSy & 205 S22 (71 i 1257 &, 20 T 5] 9% 2 1
Configuration > At g 2/ Coordinated Universal Time Coordinated Universal Time 8
Administration > Fri, May 8, 2026 11:28 PM Fri, May 8, 2026 11:28 PM
Apache Tomcat AJP RCE Vulnerability (Ghostcat) - Active Check *l, May 8 *l; May 8, EGETITTETED 90 % 1 1
® we N Coordinated Universal Time Coordinated Universal Time
Fri, May 8, 2026 11:19 PM Fri, May 8, 2026 11:19 PM
MySQL/ MariaDB Default Credentials (MySQL Protocol) aETTTE. s 1 1
Coordinated Universal Time Coordinated Universal Time
Apply topage contents ¢

reenbo

B T
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Consultation des hotes détectés et des niveaux de sévérité associés apres le scan de Damn
Vulnerable Linux.

N | & OPENVAS SCAN - Hosts x [+

< C CEEEEED sups//192.168.10020

|l Dashboards oo Filter
© You have been inactive, your session will expire in
3 minutes
scans >
© E Hosts 2 of 2 oo
= assets v
Hosts by Severity Class (Total: 2) x Hosts Topology x Hosts by Modification Time (Total: 2) x
Hosts
Low N Modified Hosts
Operating Systems
= Critical % Total Hosts
TLS Certificates b
Resilience > \ ' —e
o Security N
= Information -
/2 configuration >
35 Administration > =) 1-20f2
@ nep > Name 70 Hostname T 1P Address T} 0s Tl  Severity | Modified T} Actions

Fri, May 8, 2026
11:42 PM
Coordinated
Universal Time

192.168.100.101 192.168.100.101 ) (oo ] ®708

Sun, May 10, 2026
4:56 AM
192.168.100.100 192.168.100.100 @ D 260(0w) 56 @209

Coordinated
Universal Time

Greenbone 0S 24.10.9

Applytopagecontents ¢ © @ &[]

Identification des systémes d’exploitation détectés automatiquement par OpenVAS lors de
I’analyse.

/| & OPENVAS SCAN - Operating Syst= X = ==

& C CETXZIE 5//192.168.100.200/operatingsystems s A = @ -

|:li Dashboards €] Filter

© You have been inactive, your session will expire in
3 minutes

(4
© sens ’ Joké"‘ Operating Systems 5 of 5 oo

S Assets v

Operating Systems by Severity Class (Total: 5) x Most Vulnerable Operating Systems x Operating Systems by CVSS (Total: 5) x

—

Hosts

Low

Operating Systems
- critical
TLS Certificates
Resilience >
= St ity
o Security R

== Information

/2 configuration >
35 Administration > 1-50f5
@ Help > Severity Hosts
Name T} Title TL Modified T, Actions
Latest Highest 1, Average T AT “gg‘ N
i, May 5, 42w
(5 cpe:/o:canonical:ubuntu_linux TS GETICTTTED GEIICTTED | 0 S e e =)
Fri, May 8, 2026 11:42 PM
B cpe/ostinuxckemel TS GETIETETED 1 0 ey 8 aeae Lz )
. Fri, May 8, 2026 11:42 PM
8 cpes/o:debian: debian_linux TS GETIETED GETCETTED 0 ot A =)
Greenbone 05 24.10.9
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Affichage des systemes d’exploitation détectés et des niveaux de criticité associés.

N/ & OPENVAS SCAN - Operating Syste X | 4 - a8 X
& C CEEEED iiips//192.168.100200/0peratingsysten 5 A 7 t= & - M Conversation

& openvas uc® | @ | @ | 00:00 D | user ®

|ui Dashboards
© You have been inactive, your session will expire in
3 minutes

© scans >
5 Assets v
1-50f5
Hosts
Severity Hosts
Operating Systems
Name T0 Title 7L Best Modified T Actions
LS Certificates Latest Highest T Average Tl AT 0s N
5 i, a2em
Resilience ’ cpe:/o:canonical:ubuntu_linux TS GETITTTED GEICTTED | 0 e May 8 2026 1142 3
Coordinated Universal Time
— Security N
= Information Fri, May 8, 2026 11:42 PM
fotinux:kernel TS GETTTTED GETTTTED 0 bEEC: : g
e e R 2 Coordinated Universal Time j
/2 configuration >
—_ Fri, May 8, 2026 11:42 PM
= administration > 8 cpe:/o:debian:debian_| eETTTTES e=TIETTS 1 0 g
inistrati (@ cpe:/o:debian:debian_linux N Coordinated Universal Time 3]
@ Help >
i Fri, May 8, 2026 11:42 PM
T F i e Canonical Ubuntu Linux 8.04 EETITTED GETIETTED 1 1 )
Coordinated Universal Time
Sun, May 10, 2026 4:56 AM
& cpe: otdebian:debian_linux:13 s o o R 1 . g
W cpe:/o:deblan:debian_linux ==l Coordinated Universal Time 3
Apply to page contents T O®O
= 1-50f5
Consultation des différentes cibles configurées dans OpenVAS pour les scans de
vulnérabilités
V| > OPENVASSCAN-Targets x [ - o x
& C CEEYTDD hiips//192.168.100.200/targe s A ) = @ -

& orenvas

.
(o2 Filter
© scans > @ You have been inactive, your session will expire in
3 minutes
5 assets >
Targets 2 of 2
Resilience >
o Security s
= Information ] 1-20f2
2 configuration v Name 7 Hosts T st PortList 1l Credentials Actions
Targets Target for Metasploitable - 2026-05-08 22:44:51 o TANA e -
(Automatically generated by wizard) 192.168.100.101 B assigned TC| 799
Port Lists

Target for Scan Damn Vulnerable Linux - 2026-05-10 04:48:42

192.168.100.100 1 All IANA assigned TCP «
Credentials (Automatically generated by wizard) g 793

Scan Configs

Applytopagecontents ¢ © @ 8
Report Configs

Report Formats i

-20f2

Scanners

Vérification de I’absence d’identifiants configurés pour les scans authentifiés OpenVAS.

N & OPENVASSCAN-Credentisls X = - 8 x

& C CEEXTED) vips//192.168.100200/credent s A ) = & -

& openvas

.
on Filter
© scans > @ You have been inactive, your session will expire in
3 minutes
=
5 assets > )
Credentials 0 of 0
Resilience >
= Securit No credentials availabl
5 Security N o credentials available

= Information

/2 configuration v
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Consultation des NVT (Network Vulnerability Tests) utilisés pour détecter les vulnérabilités
sur Damn Vulnerable Linux.

N | & OPENVAS SCAN - NVTs x|+ - 8 X

© O QI verre2 1501002000
& orenvas

0y Conversation

|1 Dashboards [©] Filter
© You have been inactive, your session will expire in
3 minutes
D) scans >
© /Q‘ NVTs 170109 of 170109 o
o
S hssets >
NVTs by Severity Class (Total: 170109) x NVTs by Creation Time x NVTs by Family (Total: 170109) x
Resilience >
Log — Created NVTs Gl Seeur o,
= Security =) A
3B oomion ¥ @ Low Total VTS LA
° Ervls.”"‘u.alswnri!r
Medium Se- ‘5;.:5,(
NVTs Geals ™ Sl ib
‘ High ) g & o V)
cves sy i sean
= Critical . @
CPEs " ==
CERT-Bund Advisories
DFN-CERT Advisories () 10 0f 170109 > I
/2 Configuration > PSS
Name 11 Family | Created Modified 1) CVE 1L 3 severity Tl Qop T
Administration > Score T
® Help > CVE-2023-43000
CVE-2025-13502
CVE-2025-13947
CVE-2025-43392
CVE-2025-43419
CVE-2025-43421
CVE-2025-43425
Thu, Dec 18, 2025  Thu, Dec 18, 2025  CVE-2025-43427
SUSE Local 4:21 AM 4:21 AM CVE-2025-43429 -
SUSE: Security Advisory (SUSE-SU-2025:4416-1) 2 » 7% N/A N/A
Security Checks Coordinated Coordinated CVE-2025-43430
Universal Time Universal Time CVE-2025-43431 v

Analyse détaillée des signatures de vulnérabilités et des CVE associées détectées par
OpenVAS.

N | & OPENVAS SCAN - NVIs x [ - 8 x

& G @EEETED) e //192.168.100200/ ks S

Thu, Dec 18, 2025 Thu, Dec 18, 2025  CVE-2025-43427

s Dashboards SUSE Local 4:21 AM 4121 AM CVE-2025-43429 s
SUSE: Security Advisory (SUSE-SU-2025:4416-1) ¢

© You have been inactive, your session will expire in
Security Checks  Coordinated Coordinated CVE-2025-43430 B 3 minutes
Universal Time Universal Time CVE-2025-43431
© scans > CVE-2025-43432
CVE-2025-43434
= Assets > CVE-2025-43440
CVE-2025-43443
Resilience > CVE-2025-43458
CVE-2025-43480
& Security CVE-2025-66287
Information

Thu, Dec 18, 2025 Thu, Dec 18, 2025

NVTs
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM °
CVE-2025-9615 $ 97%  N/A N/A
CVEs ceeda3ca0d) Security Checks ~ Coordinated Coordinated &3 T / /
Universal Time Universal Time
CPEs

Thu, Dec 18, 2025 Thu, Dec 18, 2025
CERT-Bund Advisories

Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-58436 TED o7 % N/A N/A
DFN-CERT Advisories C09b980696) Security Checks Coordinated Coordinated CVE-2025-61915
Universal Time Universal Time
/2 Configuration >
Thu, Dec 18, 2025  Thu, Dec 18, 2025
S5 Administration > Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM °
e 97 % N/A N/A
b8dobd75d2) Security Checks Coordinated Coordinated = = / 2
@ Help > Universal Time Universal Time
CVE-2025-13372
Thu, Dec 18, 2025  Thu, Dec 18, 2025  CVE-2025-57833
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-59681 : eETETES o7 v WA WA
b1379d950d) Security Checks Coordinated Coordinated CVE-2025-59682 s °
Universal Time Universal Time CVE-2025-64459

CVE-2025-64460

Greenbone

0 Thu, Dec 18, 2025  Thu, Dec 18, 2025  CVE-2025-58185
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Affichage de la liste des CVE détectées avec leur niveau de sévérité sur la machine analysée.

N | & OPENVAS SCAN - NVTs x|+ - 8 x

« c =

& openvas

|l Dashboards

hitps://192.168.100.200/nvts

CVE-2025-64460
© You have been inactive, your session will expire in

Thu, Dec 18, 2025  Thu, Dec 18, 2025  CVE-2025-58185 3 minutes
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-58188
Scans > 7%  NA N/A
bfo7d21f3€) Security Checks  Coordinated Coordinated CVE-2025-58189 TR B g
Assets > Universal Time Universal Time CVE-2025-61723
Resilience > Thu, Dec 18, 2025 Thu, Dec 18, 2025
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM VE-2025-6176 CVE-2025-66471 2, D o7 nA WA
o Securty 9e233a4e22) Security Checks  Coordinated Coordinated
= Information Universal Time Universal Time
VTS Thu, Dec 18, 2025 Thu, Dec 18, 2025
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM a
CcvEs 97%  N/A N/A
6e8c819299) Security Checks  Coordinated Coordinated 3 S . /
CcPes Universal Time Universal Time
CERT-Bund Advisories CVE-2025-13372
Thu, Dec 18, 2025  Thu, Dec 18, 2025  CVE-2025-57833
DFN-CERT Advisories Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-59681 s
! GEOCTEED 7% NA N/A
45€e190318) Security Checks  Coordinated Coordinated CVE-2025-59682 e
/2 configuration > Universal Time Universal Time CVE-2025-64459
CVE-2025-64460
S5 Administration >
@) Help > CVE-2025-13372
Thu, Dec 18, 2025  Thu, Dec 18, 2025  CVE-2025-57833
Fedora: Security Advisory (FEDORA-2025- Fedora Local 4:17 AM 4:17 AM CVE-2025-59681
$ GEEDCTEEED 7% NA N/A
24dfd3b072) Security Checks  Coordinated Coordinated CVE-2025-59682 =D
Universal Time Universal Time CVE-2025-64459
CVE-2025-64460
Apply to page contents ©9

100f170109 > > ¥

Consultation détaillée des failles CVE identifiées et des scores de criticité associés.

N | & OPENVAS SCAN - CVEs x = - 8 x

& C T vips//192.168.100200/cves 5 A

|l Dashboards ] Filter
@ You have been inactive, your session will expire in
3 minutes
D) scans >
© § CVEs 322960 of 322960 oo
3 assets >
CVEs by Severity Class (Total: 322960) x CVESs by Creation Time x CVEs by CVSS (Total: 322960) x

Resilience >

N/A . ssoo00  — Created CVES
Security

& Information v Log
43898
Low

NVTS 0
Medium
CvEs s oo
High -

Total CVES

# of cresad CVES

CPEs = Critical

CERT-Bund Advisories

DFN-CERT Advisories o 100f 322960 > 3
Configuration > Eepss
Name Description T, Published 11 cvss Base Vector T Severity T
3% Administration > Score 7| Percentile T}
® welp N vE-2025 Some payload elements of the messages sent between two stations in a Fri, Sep 5, 2025 5:15
0999 networking architecture are not properly checked on the receiving station PM Coordinated /A N/A N/A
allowing an attac Universal Time
Cve-20ps.  The seauence of packets received by a Networking server are not correctly  Frl, Sep 5, 2025 5:15
5555 checked. An attacker could exploit this vulnerability to send specially crafted ~ PM Coordinated N/A N/A N/A
messa... Universal Time

Tue, Sep 9, 2025

CWE-78: Improper Neutralization of Special Elements used in an 0S
Command ('0S Command Injection’) vulnerability exists that could cause

CVE-2025-
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Affichage des logiciels et composants détectés via les identifiants CPE pendant le scan.

/| & OPENVAS SCAN - CVEs x 4 = a X
O QD oo o2 1681002000 A 1 - O

oOPENVAS @ | 0000

Slowing an attac Oniversal Time A
|1 Dashboards °
2005 The sequence of packets received by a Networking server are not correctly  Fri, Sep 5, 2025 5:15 - ‘3"’“ “a‘t/e been Inactive, your session will expire in
oo checked. An attacker could exploit this vulnerability to send specially crafted  PM Coordinated minutes
© scans > messa... Universal Time
=
Assets. > Tue, Sep 9, 2025
= 2005 CWE-78: Improper Neutralization of Special Elements used in an 0S 1'[’;5?;4
Resillence N onr Command ('0S Command Injection’) vulnerability exists that could cause " 20 /A N/A N/A
command injection in BL.
Time
= Securit
) Y v
£ Information
ve-a095.  CWE-78: Improper Neutralization of Special Elements used in an 0S Tue, Sep 9, 2025
s oot Command (‘0S Command Injection’) vulnerability exists that could cause  9:15 PM Coordinated /A N/A N/A
the execution of any sh... Universal Time
cves
ve-a0ps.  The Amp'ed RF BT-AP 111 Bluetooth access point's HTTP admin interface Tue, Sep 9, 2025
CPEs 5594 does not have an authentication feature, allowing unauthorized access to 2:15 PM Coordinated ~ CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/T:H/AH  (EICICCE0NED N/A N/A
anyone with netwo... Universal Time
CERT-Bund Advisories
Tue, Sep 30, 2025
DFN-CERT Advisories ve-2035.  The Bel Fen = Worderess Backup Plugin plugin for Wordpress is vulnerable to 1';_37 :M
Local File Inclusion in all versions up to, and including, 1.4.2 via the 'task’ ) CVSS:3.1/AV:N/AC:H/PR:N/UIL:N/S:U/C:H/I:H/A:H I N/A N/A
/2 Configuration > 9993 Coordinated Universal
Thi...
Time
S5 Administration >
Th, Sep 18, 2025
The Ghost Kit - Page Builder Blocks, Motion Effects & Extensions plugin for °
@ el > CVE-2025-\yordpress is vulnerable to Stored Cross-Site Scripting via the custom JS 10:15 AM CVSS:3.1/AV:N/AC:L/PR:L/UT:N/S: C/C:L/T:L/AIN T VA N/A
9992 pting us Coordinated Universal oY " !
field in al..
Time
Tue, Sep 30, 2025
vE-2035.  The Tiny Bootstrap Elements Light plugin for WordPress is vulnerable to Pt
Local File Inclusion in all versions up to, and including, 4.3.34 via the : (CVSS:3.1/AV:N/AC: H/PR:N/UL:N/S:U/C:H/L:H/AH N/A N/A
9991 : ! 2 k g Coordinated Universal JE T " i 7
language’ par...
Time
cve-20ps.  The WordPress Helpdesk Integration plugin for WordPress is vulnerableto  Fri, Sep 5, 2025 3:15 .

Analyse détaillée des applications détectées et des versions logicielles présentes sur la
machine cible.

N | & OPENVAS SCAN - CVEs x |+ - o x

& C CEEEEED -iies//192.168.100200/c

Time
|ui  Dashboards © You have b " "
Cve-2095.  CWE-78: Improper Neutralization of Special Elements used in an 0S Tue, Sep 9, 2025 v e Inactive your session wil expire
5096 Command ('0S Command Injection’) vulnerability exists that could cause 9:15 PM Coordinated
© scans > the execution of any sh... Universal Time
=
S Assets > Cve-202s.  The Amp'ed RF BT-AP 111 Bluetooth access point's HTTP admin interface Tue, Sep 9, 2025
004 does not have an authentication feature, allowing unauthorized access to 2:15 PM Coordinated  CVSS:3.1/AV:N/AC:L/PR:N/UL N/A N/A
Resilience > anyone with netwo... Universal Time
= Security
) v Tue, Sep 30, 2025
Information vE-2095 The Bei Fen - WordPress Backup Plugin plugin for WordPress is vulnerable to = >0
Local File Inclusion in all versions up to, and including, 1.4.2 via the 'task’ i (CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H D N/A N/A
VTS 9993 — Coordinated Universal
g Time
CVEs
Thu, Sep 18, 2025
CPEs P The Ghost Kit - Page Bulder Blocks, Motion Efects & Extensions plugin for | " ~ A‘:4
Inerabl - h . VSS:3.1/AV:N/AC:L/PR:L/UL:N/S:C/C: /L A
5992 WordPress is vulnerable to Stored Cross-Site Scripting via the custom JS Coordinated Universal  CVSSi3:1 C:L/PR:L/UL:N/S:C/C:L, D N/ N/A
CERT-Bund Advisories field in al... p
ime
DFN-CERT Advisories
Tue, Sep 30, 2025
ve-2025.  The Tiny Bootstrap Elements Light plugin for WordPress is vulnerable to ot
/% configuration > Local File Inclusion in all versions up to, and including, 4.3.34 via the i CVSS:3.1/AV:N/AC: H/PR:N/UL:N/S:U/C:H/L:H/AH I A N/A
9991 , . Coordinated Universal
. language’ par...
Administration > Time
@ Help > e The WordPress Helpdesk Integration plugin for WordPress is vulnerable to Fri, Sep 5, 2025 3:15
5950 Local File Inclusion in all versions up to, and including, 5.8.10 via the AM Coordinated CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H D N/A N/A
portal_type p. Universal Time
Cve-2075.  The Featured Image from URL (FIFU) plugin for WordPress is vulnerable to  Fri, Sep 26, 2025
e Sensitive Information Exposure in all versions up to, and including, 5.2.7 5:15 AM Coordinated ~ CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:L/I:N/A:N T /A N/A
through publ... Universal Time
Greenbe 0.9 Apply to page contents ©9
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Consultation des avis CERT-Bund liés aux vulnérabilités détectées sur Damn Vulnerable
Linux.

v | & OPENVAS SCAN - CPEs x |+ - 8 x
& C CEEXEEED -iips//192.168.100200/cpes a A Y o+ M Conversation
& orenvas
i Dashboards €] Filter
@ You have been inactive, your session will expire in
3 minutes
Scans >
9 i CPEs 1530345 of 1530345 oo
= assets >
CPEs by Severity Class (Total: 1530345) x CPES by Creation Time x CPES by CVSS (Total: 1530345) x
Resilience >
N/A — Created CPEs i
— Security
= ~ Lo 0 - Total CPEs
Information 444476 9 -
Low
NVTs - 1
Medium 0,0¢
CVEs oo 000
I High
CPEs M Critical e
CERT-Bund Advisories
DFN-CERT Advisories ()] 1-100f 1530345 > DI
/2 configuration > " N
Name T} Title 1L Modified CVEs T Severity T}
35 Administration > .
P N Wed, Dec 17, 2025 8:50 PM
cpe:/a:ibm:urbancode_deploy:7.3.0.1 1BM UrbanCode Deploy 7.3.0.1 Coordinated Universal Time 0

/A
. Wed, Dec 17, 2025 8:50 PM
cpe:/a:ibm:urbancode_deploy:7.1.2.28 1BM UrbanCode Deploy 7.1.2.28 0

Coordinated Universal Time

cpe:/a:ibm:urbancode_deploy:7.2.3.21 1BM UrbanCode Deploy 7.2.3.21 Wed, Dec 17, 2025 8:50 PM
P code_deploy:7.2.3 ploy Coordinated Universal Time

Wed, Dec 17, 2025 8:50-PM
.3.2.16 IBM UrbanCode Deploy 7.3.2.16 0 /A

cpe: /aiibm:urbancode_deploy:
i e Coordinated Universal Time

Greenbone 0S 24.

Analyse détaillée des alertes CERT-Bund et des niveaux de sévérité associés aux failles
détectées.

N | & OPENVAS SCAN - CPEs x = - 8 x

& C CEEEED :iips//192.168.100.200,

|ui  Dashboards Wed, €

© You have been inactive, your session will expire in
3 minutes

13.0.1 IBM UrbanCode Deploy 7.3.0.1

cpe:/a:ibm:urbancode_deploy: Coordi

© scans > Wed, Dec 17, 2025 8:50 PM
ibm:urbancode_deploy:7.1.2.28 1BM UrbanCode Deploy 7.1.2.
cpe:/a:ibm:urbancode_deploy: UrbanCode Deploy 7.1.2.28 Conrdi s R )
5 assets >

Wed, Dec 17, 2025 8:50 PM

) cpe:/azibm:urbancode_deploy:7.2.3.21 IBM UrbanCode Deploy 7.2.3.21 0
Resilience > pef —deploy ploy Coordinated Universal Time

2 H H H B8

— Security
& v cpe:/a:ibi bancode_deploy:7.3.2.16 1BM UrbanCode Deploy 7.3.2.16 U, s i), P DGl o
LA {5 A Coordinated Universal Time
NVTs
cpe:/a:ibm:urbancode_deploy: 1BM UrbanCode Deploy 2.6.0 Wed, Dec 17, 2025 B:50 P 7
cvEs pedf code-den ploy 2.6 Coordinated Universal Time
CPEs
Wed, Dec 17, 2025 8:50 PM
cpe:/atibm:urbancode_deploy:6.0.1.14 IBM UrbanCode Deploy 6.0.1.14 ce ’ ec " s 0
CERT-Bund Advisories cordinated Universal Time
- Wed, Dec 17, 2025 8:50 PM
DFN-CERT Advisories cpe:/azibm:urbancade_deploy:6.0.1.15 1BM UrbanCode Deploy 6.0.1.15 ) /A

Coordinated Universal Time
/2 Configuration >
Wed, Dec 17, 2025 8:50 PM

> cpe:/a bancode_deploy:6.1.0.10 IBM UrbanCode Deploy 6.1.0.10 e © /A
Hel >
@ nep , N Wed, Dec 17, 2025 8:50 PM
cpe:/a:ibm:urbancode_deploy:6.1.3.9 1BM UrbanCode Deploy 6.1.3.9 Coordinated Universal Tme  © /A

. Wed, Dec 17, 2025 8:50 PM
cpe:/azibm:urbancode_deploy:6.2.7.8 IBM UrbanCode Deploy 6.2.7.8 0 /A
Coordinated Universal Time

Apply to page contents ©

1P}

Greenbone

110 af 1530228 > O
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Consultation des avis DFN-CERT concernant les vulnérabilités identifiées lors du scan.

N & OPENVAS SCAN - CERT-Bund Ad

<« C CLZEED

& openvas

4

192.168.100.200/cert!

- 8 x

«+ M Comversation

|ui Dashboards

© scans >

=
3 assets >

Resilience >
= Security

= Information
NVTs
CVEs
CPEs
CERT-Bund Advisories
DFN-CERT Advisories
/2 configuration >

Administration >

CERT
Bund I

CERT-Bund Advisories by Severity Class (Total: 25185) x

o

Name 11

WID-SEC-2024-
3762

WID-SEC-2024-
3756

WID-SEC-2024-

Filter

CERT-Bund Advisories 25185 of 25185

N/A
Medium
' High

= Critical

# of cated CERT BundAdvaorie
cooan PP 3T

Title T

Linux Kernel: Mehrere Schwachstellen ermoglichen Denial of Service

Linux Kernel: Mehrere Schwachstellen

CERT-Bund Advisories by Creation Time

~— Created CERT-Bund Advs

Total CERT-Bund Advs

@ You have been inactive, your session will expire in

3 minutes

CERT-Bund Advisories by CVSS (Total: 25185) x

Created CVEs T

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM

Go

1-100f 25185 > I

Severity Tl

Analyse détaillée des alertes DFN-CERT et des recommandations de sécurité associées.

/| & OPENVAS SCAN - CERT-Bund Adv X | +

< C CREEND) -:es

a OPENVAS

192.168.100.200,

|l Dashboards

© scans >
=

S assets >
Resilience >
= Security

= Information
NVTs
CVEs
CPES
CERT-Bund Advisories
DFN-CERT Advisories

/2 Configuration >

Administration >

@ Help >

WID-SEC-2024-
3756

WID-SEC-2024-
3725

WID-SEC-2025-
2864

WID-SEC-2025-
2865

WID-SEC-2025-
2866

WID-SEC-2025-
2867

WID-SEC-2025-
2868

Linux Kernel: Mehrere Schwachstellen

Apache Kafka: Schwachstelle ermaglicht Umgehen von Sicherheitsvorkehrungen

Sonatype Nexus Repository Manager: Mehrere Schwachstellen

TYPO3 Extension (Single Sign-on SAML): Schwachstelle ermglicht Umgehen von Sicherheitsvorkehrungen

Dropbear SSH: Schwachstelle ermaglicht Erlangen von Administratorrechten

HPE OneView: Schwachstelle ermdglicht Codeausfiihrung

Linux Kernel: Mehrere Schwachstellen

3 minutes

Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16,2025
11:00-PM
Coordinated
Universal Time

© You have been inactive, your session will expire in

[ oo )
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Consultation des politiques de conformité et des modeles d’audit de sécurité disponibles dans

OpenVAS.

N | & OPENVAS SCAN - CERT-Bund Ad

RARCR & Non sicuris: B

192.168.100.200/cert!

x |+

- 8 x

) Conversation

a OPENVAS

i Dashboards

© scans )
5 assets >
Resilience >
— Securit

B o -

Information
NVTs
CVEs
CPEs
CERT-Bund Advisories
DFN-CERT Advisories

/2 Configuration >

Administration >

@) Help >

2865

WID-SEC-2025-
2866

WID-SEC-2025-
2867

WID-SEC-2025-
2868

WID-SEC-2024-
1025

WID-SEC-2024-
1188

TYPO3 Extension (Single Sign-on SAML): Schwachstelle ermaglicht Umgehen von Sicherheitsvorkehrungen

Dropbear SSH: Schwachstelle ermaglicht Erlangen von Administratorrechten

HPE OneView: Schwachstelle ermaglicht Codeausfuhrung

Linux Kernel: Mehrere Schwachstellen

Linux Kernel: Mehrere Schwachstellen

Linux Kernel: Mehrere Schwachstellen ermoglichen Denial of Service

@ You have been inactive, your session will expire in

3 minutes

Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

Tue, Dec 16, 2025
11:00 PM
Coordinated
Universal Time

10.0 (Critical)

Apply to page contents. ©9

1-100f 25185 > I

Affichage de la liste des vulnérabilités détectées sur Damn Vulnerable Linux avec leur

criticité.

N | & OPENVAS SCAN - DFN-CERT Ad

<« C CITED e

& openvas

192.168.100.200,

x |+

- 8 x

) Conversation

|l Dashboards

© scans ,
5 assets >
Resilience >
— Securit
g . v

Information

NVTs

CVEs

CPEs

CERT-Bund Advisories
DFN-CERT Advisories
/2 configuration >

Administration >

@ Help >

enbone O

[©] Filter

DEN..

CERT

§ DFN-CERT Advisories 39953 of 39953
DFN-CERT Advisories by Severity Class (Total: 38953) x
N/A .
Medium -
High H
= Critical f H
(o}
Name T} Title Tl

DFN-CERT-2025-3539

DFN-CERT-2025-3538

DFN-CERT-2025-3537

DFN-CERT-2025-3536

DFN-CERT Advisories by Creation Time

Created DFN-CERT Advs

- Total DFN-CERT Advs

TYPO3 Extension: Eine Schwachstelle ermdglicht das Umgehen von Sicherheitsvorkehrungen

Linux-Kernel: Mehrere u. a. einen Denial

Linux-Kernel: Mehrere u. a. einen Denial

ice-Angriff

ice-Angriff

Linux-Kernel: Mehrere Schwachstellen ermoglichen u. a. einen Denial-of-Service-Angriff

© You have been inactive, your session will expire in

3 minutes

DFN-CERT Advisories by CVSS (Total: 39953) x

0o

Created

Wed, Dec 17, 2025 12:34 PM
Coordinated Universal Time

Wed, Dec 17, 2025 10:46 AM
Coordinated Universal Time

Wed, Dec 17, 2025 10:45 AM
Coordinated Universal Time

Wed, Dec 17, 2025 10:42 AM
Coordinated Universal Time

CVEs T

1-100f39953 > I
Severity T

/A
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Analyse détaillée des principales failles de sécurité identifiées pendant le scan OpenVAS.

N | & OPENVAS SCAN - DFN-CERT Advi- X | = - 8 x

« ¢ =

hitps://192.168.100.200/dfncer

& - @ conecaen

& openvas

|l Dashboards Wed, ©
DFN-CERT-2025-3539 TYPO3 Extension: Eine Schwachstelle ermoglicht das Umgehen von Sicherheitsvorkehrungen Coordn © You have been inactive, your session will expire in
minutes
© scans > Wed, Dec 17, 2025 10:46 AM
DFN-CERT-2025-3538 : Mehrer . a. einen -Angriff
v ehrere u- @ einen D e Coordinated Universal Time T
5 assets >
DFN-CERT-2025-3537 Linux-Kernel: Mehrere u. a. einen Denial ice-Angriff Wed, Dec 17, 2025 10:45 AM 5 ]
-CERT-2025- 8 : . a. ei -
Resilience 4 9 Coordinated Universal Time
kg Wed, Dec 17, 2025 10:42 AM
() v ed, Dec 17, 10:
Information DFN-CERT-2025-3536 Linux-Kernel: Mehrere Schwachstellen ermaglichen u. a. einen Denial-of-Service-Angriff > ]
Coordinated Universal Time
NVTS
Wed, Dec 17, 2025 10:36 AM
DFN-CERT-2025-3535 Linux-Kernel: Mehrere Schwachstellen ermoglichen u. a. das Erlangen von Administratorrechten »
CVEs Coordinated Universal Time
CcPEs
Wed, Dec 17, 2025 10:23 AM
DFN-CERT-2025-3534 GNU Binutils: Eine Schwachstelle ermoglicht einen Denial-of-Service-Angriff Sz -
CERT-Bund Advisories Coordinated Universal Time
FN-CERT A Wed, Dec 17, 2025 9:44 AM
IR EER DFN-CERT-2025-3533 : Eine ermoglicht einen Denial-of-Service-Angriff ed, Dec D )
Coordinated Universal Time
/2 configuration >
Wed, Dec 17, 2025 9:15 AM
DFN-CERT-2025-3532 Linux-Kernel: Mehrere Schwachstellen ermoglichen u. a. das Ausfiihren beliebigen Programmcodes
X Administration > 2 8 g Coordinated Universal Time =
@ elp ’ Wed, Dec 17, 2025 9:10 AM
DFN-CERT-2025-3531 Linux-Kernel: Mehrere Schwachstellen erméglichen u. a. das Ausfihren beliebigen Programmcodes Coordinated Universal Time > ]
Wed, Dec 17, 2025 6:53 AM
DFN-CERT-2025-3530 Wireshark: Zwei Schwachstellen ermoglichen einen Denial-of-Service-Angriff
3 g Coordinated Universal Time  ad
Apply to page contents © 9

[rs— . 8 1.1nAfa0082 3 N

Consultation des politiques de conformité et des modeles d’audit de sécurité disponibles dans
OpenVAS.

N | & OPENVAS SCAN - Policies x|+ - 8 x

« ¢ =

hitps://192.168.100.200/policies

i Dashboards o0& Filter
© You have been inactive, your session will expire in
3 minutes
scans > j -
© ] policies 7 of 7
fo=)
5 assets >
[3) Resilience v =) 70f7
Compliance Policies Name 1 Actions
Compliance Audits EulerOS Linux Security Configuration oo
(Check compliance status of EulerOS 2.0 SP3/SP5/SP8 installation against above named Policy as distributed by Huawel. Version 20201215.)
Compliance Audit
Reports
EulerOS/Euler0S Virtual/HCE/openEuler Linux Security Configuration
5 Security R (Check compliance status of EulerOS 2.0 SP9/SP10/SP11/sp12/sp13 EulerOS Virtual 2.9.x/2.10.x/2.11.x/2.12.x/2.13.x openEuler 20.03/22.03/24.03 HCE2.0/3.0 installation against above named Policy Lo is]
= Information as distributed by openEuler Community.)
/2 Configuration > GaussDB 100 V300R001C00 Security Hardening Guide (Standalone) oo
. (Check compliance status of GaussDB installation against above named Policy as distributed by Huawei (based on Issue 5). Version 20201215.) =
Administration >
® el N GaussDB Kernel V500R001C00 Security Hardening Guide on o
P (Check compliance status againt mentioned policy (based on Issue 01 from 2020-07-21). Version 20201222.)
Huawei Datacom Product Security Configuration Audit Guide on o
(Check compliance status of Huawei Datacom Device against above named Policy as distributed by Huawel. Version 20211209.)
IT-Grundschutz Kompendium on s
(Policy fur Bausteine: SYS 1.2.2, SYS 2.2.2, SYS 2.2.3, SYS 1.3, SYS 2.3. Version 20231204.) &
openGauss Security Hardening Guide on o
(Check compliance status againt mentioned policy (based on Issue 01 from 2020-10-14). Version 20201222.)
Aoplv to page contents oMo -
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Affichage de la liste des vulnérabilités détectées sur Damn Vulnerable Linux avec leur niveau
de sévérité.

| & OPENVAS SCAN - Vulnerabilities X = ==

& C (IR v:p5//192.168.100200/wulnerabilities
& openvas

- 8 x

) Conversation

|l Dashboards €] Filter
© You have been inactive, your session will expire in
3 minutes
© scans v
ities 123 of 597 oo
Tasks
Report: Vulnerabilities by CVSS (Total: 123) x Vulnerabilities by Severity Class (Total: 123) x
Results Log
Low
Vulnerabilities A
Medium
Notes High
Overrides I ™ Critical
= Assets > b
Resilience >
100f123 > I
— Security N
Information Name 11 Oldest Result 11 Newest Result 1| Severity QoD Tl Results 1| Hosts 11
/2 configuration > posable Backdoor Tnorediock Fri, May 8, 2026 11:22 PM Fri, May 8, 2026 11:22 PM 59 9% B .
ossible Backdoor: Ingresioc] Coordinated Universal Time Coordinated Universal Time °
35 Administration >
@ Help > Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerabilities (b UL S P LT Lidh () S B L il GETTTTES 0% 1 1
Coordinated Universal Time Coordinated Universal Time
Fri, May 8, 2026 11:13 PM Fri, May 8, 2026 11:13 PM
The rexec service is running GETETTEED S0 % 1 1
Coordinated Universal Time Coordinated Universal Time
Fri, May 8, 2026 11:06 PM Fri, May 8, 2026 11:06 PM
rlogin Passwordless Login 10.0 (Critical) 80 % 1 1
Greenbone 0.9 Coordinated Universal Time Coordinated Universal Time
Analyse détaillée des failles de sécurité critiques identifiées pendant le scan OpenVAS
| & OPENVAS SCAN - Vulnerabilities X = == - a X

<« C CEEETD bips://192.168.100.200;

i Dashboards Fri, May 8, 2026 11:22 PM Fri, May 8, 2026 11:22 PM
Possible Backdoor: Ingreslock Courdinated Universal Time Coordinated Universal Time @ O You have been inactive, your session will expire in
3 minutes
© scns v Fri, May 8, 2026 11:19 PM Fri, May 8, 2026 11:19 PM
(dRuby/DRb) Mutip inerabil [0 — YA
Distributed Ruby (dRuby/DRb) Multiple RCE Vulnerablllties Coordinated Universal Time Coordinated Universal Time b ! !
Tasks
Fri, May 8, 2026 11:13 PM Fri, May 8, 2026 11:13 PM
Reports The rexec service is running [ 100 (cruca)  JEENETS 1 1
Coordinated Universal Time Coordinated Universal Time
Results
P — Fri, May 8, 2026 11:06 PM Fri, May 8, 2026 11:06 PM ) @3 A .
Vulnerabilities Coordinated Universal Time Coordinated Universal Time
Notes Fri, May 8, 2026 11:16 PM Fri, May 8, 2026 11:16 PM
TWiki < 4.2.4 Multiple XSS / Command Execution Vulnerabilities GETTTES 0% 1 1
Coordinated Universal Time Coordinated Universal Time
Overrides
= Fri, May 8, a1pM Fri, May 8, 1M
05 Assets > Operating System (OS) End of Life (EOL) Detection Ui U7, 2P S L Ui G G, A5 ST 80 % 1 1
Coordinated Universal Time Coordinated Universal Time
Resilience >
PHP < 5.3.13, 5.4. < 5.4.3 Multiple Vulnerabilties - Active Check Fr May 8, 2026 11:34 PM Fri May 8, 2026 11:34 PM 95% 1 1
o5 Security N - P ® Coordinated Universal Time Coordinated Universal Time S °
£ Information
vsftpd Compromised Source Packages Backdoor Vulnerabilit (s (=37 SIS B R T Gixy D=7 G ERPD B (] 9% 2 1
& configuration > el 8 Y Coordinated Universal Time Coordinated Universal Time 8
35 Administration >
Fri, May 8, 2026 11:28 PM Fri, May 8, 2026 11:28 PM
Apache Tomcat AJP RCE Vulnerability (Ghostcat) - Active Check [ os(citia)  JEECTETY 1 1
® He N Coordinated Universal Time Coordinated Universal Time
Fri, May 8, 2026 11:19 PM Fri, May 8, 2026 11:19 PM
MySQL / MariaDB Default Credentials (MySQL Protocol) eaETTTE. s 1 1
Coordinated Universal Time Coordinated Universal Time
Apply topage contents ¢

Greenbe

L R NN
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6. Travail a faire

6.1 Recherches de vulnérabilités

a) Scans > Tasks

Deux taches de scan ont été créées dans ce TP afin d’analyser les machines Metasploitable et
Damn Vulnerable Linux.

Fonctionnalité : Le menu Tasks permet de créer et gérer des taches de scan de vulnérabilités
sur différentes machines du réseau. Dans le compte rendu, deux tiches ont été créées : une
pour la VM Metasploitable et une autre pour Damn Vulnerable Linux avec le profil Full and
fast.

Notions associées :

Scan de vulnérabilités

Profil de scan “Full and fast”
Machine cible

Planification et suivi des scans

Analyse réseau
Utilisation professionnelle : Dans une entreprise, ce menu est utilisé pour automatiser les
audits de sécurité sur les serveurs, postes clients ou équipements réseau afin de vérifier

régulierement leur niveau de sécurité.

Apport a la sécurité : Cette fonctionnalit¢ permet d’identifier rapidement les systémes
vulnérables présents sur le réseau et de surveiller 1’évolution des risques de sécurité.

b) Scans > Reports

Les rapports générés permettent d’avoir une vue globale des vulnérabilités détectées apres le
scan.

Fonctionnalité : e menu Reports permet de consulter les rapports générés apres les scans

de sécurité. Les rapports affichent le score de sévérité, le nombre de vulnérabilités détectées,
les ports ouverts et les informations techniques du scan.
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Notions associées :

Rapport de scan

Score CVSS

Criticité des vulnérabilités
Historique des analyses

Utilisation professionnelle : Dans une entreprise, ces rapports servent a suivre les
vulnérabilités détectées sur les serveurs et postes clients.

Apport a la sécurité : Les rapports permettent de prioriser les vulnérabilités critiques afin de
réduire les risques d’attaque sur I’infrastructure.

¢) Scans > Results

Fonctionnalité : Le menu Results affiche le détail des résultats détectés pendant les scans
OpenVAS, notamment les failles de sécurité, les ports ouverts et les services vulnérables.

Notions associées :

Résultats de scan

Services réseau

Détection de vulnérabilités

Analyse des risques

Utilisation professionnelle : Cette vue permet d’analyser plus précisément les vulnérabilités
détectées sur chaque machine analysée.

Apport a la sécurité : Cette fonctionnalité facilite I’identification des services exposés et des

vulnérabilités critiques présentes sur les machines du réseau.

d) Scans > Vulnerabilities

Plusieurs vulnérabilités critiques ont été détectées pendant les analyses réalisées avec
OpenVAS. Certaines vulnérabilités détectées possédaient un score CVSS élevé avec un
niveau de criticité critique.

Fonctionnalité : Le menu Vulnerabilities regroupe 1’ensemble des vulnérabilités détectées

par OpenVAS avec leur niveau de criticité et leur score de sévérité. Plusieurs vulnérabilités
critiques ont été détectées sur les machines Metasploitable et Damn Vulnerable Linux.
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Notions associées :

CVE

CVSS

Failles critiques

Sévérité des vulnérabilités

Utilisation professionnelle : Les administrateurs réseau et sécurité utilisent cette vue pour
suivre les failles présentes sur les équipements et organiser les actions de remédiation.

Apport a la sécurité : Cela permet de repérer rapidement les vulnérabilités les plus critiques
afin de limiter les risques d’attaque.

6.2 Gestion des actifs

e) Assets > Hosts

Fonctionnalité : Le menu Hosts affiche les machines détectées pendant les scans avec leur
adresse IP et leur niveau de criticité. Les hotes Metasploitable et Damn Vulnerable Linux ont
¢té identifiés automatiquement pendant les analyses.

Notions associées :

Inventaire réseau
Adresse IP
Hotes détectés

Cartographie réseau

Utilisation professionnelle : Ce menu permet de maintenir un inventaire des équipements
présents sur le réseau de ’entreprise.

Apport a la sécurité : Cette fonctionnalité aide a repérer les équipements vulnérables ou
inconnus présents sur le réseau interne.

f) Assets > Operating Systems

Fonctionnalité : e menu Operating Systems permet d’identifier automatiquement les
systémes d’exploitation détectés pendant les scans OpenVAS.
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Notions associées :

Fingerprinting
Détection systeme
Linux

Versions systeme

Utilisation professionnelle : Ce menu permet d’identifier les systémes obsolétes ou
vulnérables afin de préparer les mises a jour nécessaires.

Apport a la sécurité : Cette fonctionnalité permet de détecter les systémes non sécurisés ou
non mis a jour présents dans I’infrastructure.

g) Assets > TLS Certificates

Fonctionnalité : Le menu TLS Certificates permet d’afficher les certificats TLS détectés
pendant les scans de sécurité OpenVAS.

Notions associées :

Certificats TLS/SSL

HTTPS

Chiffrement

Sécurité des communications

Utilisation professionnelle : Les administrateurs utilisent cette vue pour vérifier la validité
des certificats utilisés sur les serveurs de 1’entreprise.

Apport a la sécurité : Ce menu permet d’identifier les certificats expirés ou mal configurés
qui peuvent rendre les communications moins sécurisées.

6.3 Resilience

h) Resilience > Compliance Policies

Fonctionnalité : Le menu Compliance Policies permet de consulter les politiques de
conformité et les modeles d’audit de sécurité disponibles dans OpenVAS.

Notions associées :

e Politique de conformité
e Audit de sécurité
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e Bonnes pratiques
e Configuration sécurisée

Utilisation professionnelle : Ces politiques sont utilisées lors des audits de sécurité pour
vérifier la conformité des systémes.

Apport a la sécurité : Cela permet de mieux sécuriser les machines du réseau et de repérer
les configurations vulnérables.

6.4 Security Information

Fonctionnalité : Le menu Security Information permet de consulter les différentes bases de
vulnérabilités utilisées par Greenbone comme les NVT, CVE, CERT et CPE.

Notions associées :

NVT (Network Vulnerability Test)
CVE

CERT

CPE

Utilisation professionnelle : Ces informations permettent de mieux comprendre les
vulnérabilités détectées par OpenVAS et les risques associés aux machines analysées.

Apport a la sécurité : Cette fonctionnalité permet d’obtenir des informations détaillées sur
les failles de sécurité et leurs impacts potentiels.

6.5 Gestion des cibles

i) Configuration > Targets

Les adresses IP des machines vulnérables ont été configurées manuellement dans les cibles
OpenVAS.

Fonctionnalité : Le menu Targets permet de définir les machines ou réseaux qui seront
analysés par les scans OpenVAS. Les cibles Metasploitable et Damn Vulnerable Linux ont été
configurées pour les tests de vulnérabilités.
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Notions associées :

Adresse IP cible
Réseau cible
Configuration de scan
Scope de sécurité

Utilisation professionnelle : Les équipes de sécurité peuvent utiliser cette fonctionnalité afin
de surveiller les machines présentes sur le réseau.

Apport a la sécurité : Cette fonctionnalité permet de contrdler précisément les systemes
surveillés et d’éviter les oublis pendant les audits de sécurité.

6.6 Définition des identifiants

j) Configuration > Credentials

Aucun identifiant SSH ou SMB n’a été configuré pendant ce TP.

Fonctionnalité : e menu Credentials permet d’ajouter des identifiants SSH, SMB ou autres
afin de réaliser des scans authentifiés plus complets. Dans ce TP, aucun identifiant n’a été
configuré.

Notions associées :

Scan authentifié

SSH

SMB

Authentification systéme

Utilisation professionnelle : Les scans authentifiés permettent d’obtenir des résultats plus
précis sur les systémes analysés.

Apport a la sécurité : Cette fonctionnalité améliore la détection des vulnérabilités locales et
des mauvaises configurations systéme.
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