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1. Avant ’installation du service

Modification dans le fichier /etc/hosts grace a la commande nano /etc/hosts

GHNU nano 7.2 Fetcshosts

ipery. local DS1

ocalhost ip6-loo

2. Installation du paquetage BIND

Installation du paquetage BINDO par la commande apt-get install bind9
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Démarrage du service DNS BIND avec la commande systemctl start bind9

tart bind39

f BIND config
guration file.

If wou are just adding zones, pl

GHU nano 7.2 Jetcshindsnamed. conf .options
options §

directary

all hetween
need to f

listen-on-v6 { any; };

Vérification des configurations BIND dans le fichier /etc/bind/named.conf.local

GNU nano 7.2 Jetcs/bindsnamed.cont. local

o any local configuration here

in your
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Visualisation des fichiers de configuration dans le répertoire /bind par la commande Is -1 /etc/bind/

Jetcshinds

W-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ruw-r--r--
-ru-r
-ruw-r--r--

root root 27 juil. 2824 bind.keys
root root 2
root root

root root

root root

root root

root bind

root bind

root bind

root bind

root bind

root bind

root bind

bind bind

root root 1

= =

cp named.conf. local ﬂamud.cuﬁf.lucal.i

16 DS

lines 1-22/22 (END)
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Installation du paquet resolvconf avec la commande apt-get install resolvconf

: be (1.91+nmul) . _
B omis B :11e Eoinst: ; nlever et & non mis a Jjour.
FrootEhs

3. Zone de recherche directe et zone de recherche inversée

Renseignements des zones dans le fichier /etc/bind/named.conf.local

Jetcshindsnamed. conf. local

GMU nano 7.2

) any local configuration here

adding the 1918 zones here, if they are not used in your

zone 4.

Affichage de I’emplacement des fichiers de zones db.sio-exupery.local et rev.sio-exupery.local
dans le fichier le fichier named.conf.options

GNU nano 7.2 = hind/named.conf.option
options

directory|"svarscachesbind"';
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4. Construction des fichiers de zone

Création du fichier db.sio-exupery.local pour la zone de recherche directe.

Avarscachesbind/db.sio-exupery. local

GNU nano 7. 2

...... ery, local. |

bt LaPalld.

y. local.

GNU nano 7.2 _ fvarscachesbinds/rev.sio-exupery. local
i our la résolution inw

Attribution ces 2 fichiers de zone au groupe BIND afin de les rendre accessibles au démon avec la
commande chgrp bind /var/cache/bind/* et chmod 664 /var/cache/bind/*

root@nsl: chgrp bhind Ave
root@psl: chmod AA4

root@Ensl:

Affichage des droits des fichiers db.sio-exupery.local et rev.sio-exupery.local par la commande
Is -1 /var/cache/bind

J. B9 J.local
-rm r--r-- 1 blﬂd hlﬂd 1 29 janw. 89: lanage =z, bhind

“rw-r-or-- 1 hiﬂd hiﬂd 38 23 janv. 03: L ' gdnd.Jn.
. = ery. local
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Affichage de I’appartenance du groupe pour le répertoire bind grace a la commande
Is -1d /var/cache/bind

Foot@nsl: ls -1d svarscachesbind
fcrusrwxr-x 2 root _bind|4696 22 janv. 18:69 Svar/cachesbind
rootabsl:

5. Démarrage et tests du services

Modification du fichier /ete/hosts pour I’adresse 127.0.0.1 et 192.168.4.254

Jetcshosts

GMU nano 7.2
] icaldomain localhost
ery. local D51

Fogt@ans1:
Fogt@ans1:
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Configuration de I’interface ep0Os3 et enp0s8 avec la commande nano /etc/network/interfaces

GMU nano 7.2 Jetc/networksinterfaces *

“““ e setocsnetworksinterfaces.ds*

auto 1o
iface lo inet loopback

Activation de I’interface enp0s3 et enp0s8 avec la commande ifup

ifup enpt
itup enp:

z01v.conf
file for glibc
Y HAND --

root@bsl:
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Désactivation de DNSSEC avec I’instruction dnssec-validation sur no dans le fichier
named.conf.options

GMU nano 7.2 Jeto/bindsnamed. conf . options

you want

dn

listen-on-w6 { any; };

ey . local

rev.sio-exupery. local

“IH”
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Visualisation des journaux avec la commande journalctl -f pour voir le journal de base de systemd.

vice |- BIND Domain Mame

Jery. localsIN: ding notifie

6. Outils de test de résolution de noms

Vérification de la présence sur le systeéme du paquetage dnsutils avec la commande
dpkg -1 | grep -i dnsutils

oot

ii dnsutils =R ; amcad Clients provided with BIND 9
root
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Tests DNS internes et externes :
Commande dig UDl.sio-exupery.local

root@nsl: dig UD1.sio-exupery. local

5-1"debl1zuz-Debian « UD1l.sio-exupery. local
:o+cmd

S guery is leaked to DHS

1, HHTHHFITl g, ADDITIOMAL: 1

aafhc

192.168.4.1

(JDF)

rootansl:

Commande dig SOA sio-exupery.local

iz leaked to DNS

JEH:_l, AUTHOR DDITIOMAL: 1

wupery. local.sio-exupery. local. root.sio-exupery.local. 262

"S54 (UDP)
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Commande nslookup DS1 pour voir I’adresse IP DS1.sio-exupery.local

.4.254
92.168.4.254#53

JEry. local
5

root@Ensl:

Commande dig www.dunod.com

root@nsl: dig www. dunod. cam
. dunaod . cam

5: WOERROR, id: 214
1, AUTHORITY: @, 1

| SECTIO
swww. dunod. com.

vy ANSWER SECTIOM:
www . dunod . com. 1a866 i A £1.144.19@a, 143

.254) (UDP)

root@Ensl:
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Vérification de la résolution DNS interne et externe sur DS1. US1 et www.ac-nice.Ir :

root@0Ds1: ping -c 2 D=1

FING Dsl.sio-exupery.local (192.168.4.254) S6(84) hytes of data.

64 butes from DS1.sio-exupery. local (192,168.4.254): icmp_seg=1 ttl=64 time=6.635 ms
B4 butes from DS1.sio-exupery. local (192,168.4.254): icmp_seq=2 ttl=64 time=6.H859 ms

--- D51l.sio-exupery. local ping statistics ---

2 packets transmitted, 2 received, 9% packet loss, time 1137ms

rtt mindavesmaxsmodey = 8.835/0.84750,85959, 812 ms

root@psl: ping -c 2 UD1

FING UD1l.sio-exuperd.local (192.168.4.1) S6(84) butes of data.

64 butes from UDLl.sio-exupery.local (192.168.4.10: icmp_seg=1 ttl=64 time=%.583 ms
64 butes from UDLl.sio-exupery.local (192.168.4.1): icmp_seq=2 ttl=64 time=%.757 ms

--- UDi.sio-exupery.local ping statistics ---

2 packets transmitted, 2 received, 9% packet loss, time 1626ms

rtt minsavesmaxsmdey = 6.583/60.6785°9, 75758, 887 ms

root@hsl: ping -c 2 www.ac-nice.fr

FING wuow.ac-nice.tr.cdn.cloudf [are.net (141.161.96.166) S6(84) bytes of data.
54 hytes from 141.181.98,166 (141.161.9a.186): icmp_seqg=1 tt1=56 time=34.9 ms
G4 hytes from 141.181.98,166 (141.161.96,186): icmp_seqg=E tt1=56 time=46.2 ms

--- wuww.ac-nice.fr.cdn.cloudf lare.net ping statistics ---

2 packets transmitted, 2 received, 9% packet loss, time 1193ms
rtt minsavesmaxsmdey = 34.868/48.547/46. 22745679 ms

Foot@EDsl:

7. S’appuyer sur un DNS externe : la redirection

Mise en place des lignes en commentaires du fichier named.conf.defoult-zones qui ont des traits au
serveurs racines.

GHU nano 7.2 Jetc/bindsnamed. cont . default-z
S4oprime the server with knowledge of the root serwers
sozone U
type hint;
file "susr/sharesdnssroot.hints's

/4 be authoritative for the localhost forward and reverse zones, and for
S broadcast zones as per RFC 1912

zone localhost' {

tupe master;

file “setcshbindsdb, local"s
s

zone ''127.in-addr.arpa’ {

type master;

file "setcshindsdb, 1277
i

zone '@, in-addr.arpa’ §

type master;

file "setcshindsdb.g's
}i

zone ''255.1in-addr.arpa’ {

type master;

file "setcsbindsdh. 255"
s
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Mise en place de la redirection avec la ligne dnssec-validation sur no dans le fichier
named.conf.options

GNU nano 7.2
option

Jetcsbindsnamed. conf . options

directory ' chesbind's

o

Décommentation de la ligne comportant I’instruction forwarders dans le fichier
named.conf.options

GMU nano 7.2 Jetcshindsnamed . conf.options

1 you and na you want
¢ the firewall to allow multiple

placing

listen-on-ve
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Relancement du service DNS et vérification du service BIND9 avec la commande systemctl restart
bind9 et systemctl status bind9

root@nst: systemct]l restart bind3
root@nst: systemct]l status bind3
o named.sEFVICE - GIMD Domain Name Server
Loaded: loaded (/lib/sustemdssystemsnamed.service; enabled; preset: enabled)
Active: active (running) since Wed 2625-61-29 13:49:81 CET; 7= ago
Docs: man:namedi(d)
Main PID: 613 (named)
Status: "running"
Tasks: & (limit: 2315)
Hemory: 36,6
CPU: 27ms
CGroup: fsystem.slicesnamed.service
513 susrsshinsnamed -f -u hind

051 named [619]1: zone 4.168.192. in-addr.arpasIN: loaded serial 2624628461

051 named[619]: zone &.in-addr.arpasIN: loaded serial 1

051 named[619] : zone sio-exupery.localsIN: loaded serial 2624826461

D51 named [619]: zone sio-exupery. localsIN: sending notifies i(serial 2ez4eze4a1)
051 named[619]: zone 127.in-addr.arpasIN: loaded serial 1

051 named [619]: zone 255.in-addr.arpasIN: loaded serial 1

051 named[619] ¢ zone localhostsIN: loaded serial 2

051 named[619]1: all zones loaded

051 systemd[1]: Started named.service - BIND Domain Mame Serwver.

D51 named [619] ¢ running

Test de la résolution externe a partir du serveur DS1 avec la commande dig www.ac-nice.fr

root@hsl: dig www.ac-nice.fr

;<< DIG 9.18.28-1"deblzuz-Deblan <<:> www.ac-nice.fr

i3 global options: +cmd

iy Got oanswer:

i3 -»>HEADER<<- opcode: QUERY, status: MNOERROR, id: 53879

iy flags: gr rd ra; QUERY: 1, |ANSHER: &, AUTHORITY: @, ADDITIOMAL: 1

i3 OPT PEEUDOSECTION:

i EDNS: wersion: @, flags:; udp: 1232

; COOKIE: ce?Sdbcchads7aeddlanannssT9azd2ebebbddodoaledzgd (good)
v5 QUESTIOW SECTIOM:

s, ac-nice. fr. IN &

75 AMSHER SECTIOM:

ww.ac-nice.fr. 1639 IN CHMAME wow. ac-nice. fr.cdn.cloudflare.net.
wow.ac-nice.fr.cdn.cloudflarelnet. 366 IN A 141.161.96. 166
wow.ac-nice.fr.cdn.cloudflarelnet. 366 IN A 141.161.96.165
www.ac-nice.fr.cdn.cloudflareinet. 38a IN A 141.161.96., 164
wow.ac-nice.fr.cdn.cloudflarelnet. 366 IN A 141.161.96.167

7y Query time: 92 msec

73 SERVER: 192.168.4.254%530192.168.4.254) (UDP)
i3 WHEM: MWed Jan 29 13:5&:46 CET 2625

i3 MSG SIZE reowd: 182

Foot@Dsl:
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8. Test a partir du client Ubuntu

Démarrage du client Ubuntu UD1 et vérification du nom de I’ordinateur dans le fichier
/ete/hostname

[+1 nina@uUD1: ~ ) - O

GNU_nano_ 6.2 | /etc/hostname *| |

Modification du nom de 1’ordinateur dans le fichier /etc/hosts

[+ nina@wWuD: ~

GNU nano 6.2

127.0.0.1 localhost B
j127.0.1.1 UD1.sio-exupery.local UD1}j

ip6-localhost ip6-loopback
ip6-localnet
ip6-mcastprefix
ip6-allnodes
ip6-allrouters

— Les modifications n'ayant pas été correctement enregistrées pour renommer UD1, la machine
sera nommée WUD pour la suite du TP.

Redémarrage de la machine Ubuntu par la commande reboot

:$ reboot

Configuration des parametres IP et de 1’adresse du serveur DNS.

nina@WUD: fetc/netplan

:~5 cd fetcfnetplan
A L

B1-network-manager-all.yaml
- §| sudo nano A1-network-manager-all.yaml
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Configuration des parametres IP et de 1’adresse du serveur DNS.

nina@WUD: fetc/netplan

: networkd

192.168.4.1/24

default
192.168.4.254

sio-exupery.local
192.168.4.254

Pour redémarrer la service systemd-networkd et appliquer la configuration réseau avec la
commande systemctl restart systemd-networkd et sudo netplan appy

systemctl restart systemd-networkd
sudo netplan apply

Vérification de la configuration réseau avec la commande ip a

A ¢ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inet6é ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fg_codel state UP group default qlen 10
0o
link/ether 08:00:27:14:39:00 brd ff:ff:ff:ff:ff:ff
inet 192.168.4.1/24 brd 192.168.4.255 scope global enp®@s3
valid_Lft forever preferred Lft forever
inet6 fe80::652c:d6T0:591e:ff8b/64 scope link noprefixroute
valid_1ft forevei preferred_1ft forever
: S

=

Vérification de la configuration réseau avec la commande ip r

E Sipr
[default via 192.168.4.254 dev enpfs3 proto static

192.168.4.0/24 dev enpBs3 proto kernel scope link src 192.168.4.1
g S

e
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Vérification de la configuration réseau avec la commande cat /etc/resolv.conf

B S|cat fetcfresolv.conf
This is frun/systemd/resolve/stub-resolv.conf managed by man:systemd-resolved(8).
Do not edit.

This file might be symlinked as fetc/resolv.conf. If you're looking at
fetc/resolv.conf and seeing this text, you have followed the symlink.

This is a dynamic resolv.conf file for connecting local clients to the
internal DNS stub resolver of systemd-resolved. This file lists all
configured search domains.

Run "resolvectl status" to see details about the uplink DNS servers
currently in use.

Third party programs should typically not access this file directly, but only
through the symlink at /fetc/resolv.conf. To manage man:resolv.coenf(5) in a
different way, replace this symlink by a static file or a different symlink.

See man:systemd-resolved.service(8) for details about the supported modes of
operation for Jetc/resolv.conf.

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

nameserver 127.0.08.53

options edns® trust-ad

search sio-exupery.local
: S

p

Le fichier /etc/resolv.conf est un lien symbolique pointant sur le fichier
run/systemd/resolve/stubresolv.conf

:-$|1ls -1 Jetc/resolv.conf
Lrwxrwxrwx 1 root root 39 janv. 10 14:32 -> ../run/systemd/resolve/stub-resolv.conf
5

EEES

Vérification des fichiers s’appelant resolv avec la commande ed /run/systemd/resolv

:$cd frunfsystemd/resolve
5 S ls -1
total 8

SrWw-rw-rw- 1 systemd-resolve systemd-resolve ® janv. 29 14:07

systemd-resolve systemd-resolve &0 janv. 29 14:07
-rW-r--r-- 1 systemd-resolve systemd-resolve B804 janv. 29 14:27 | resolv.conf
-rW-r--r-- 1 systemd-resolve systemd-resolve 936 janv. 29 14:27|stub-resolv.conf
. S

o
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Affichage du fichier resolv.conf pour vérifier I’adresse du serveur DNS

3 S lcat frun/fsystemd/resolve/fresolv.conf

This is frun}systemd}resolve}reselv conf managed by man:systemd-resolved(8).
Do not edit.

This file might be symlinked as fetc/resolv.conf. If you're looking at
Jetc/resolv.conf and seeing this text, you have followed the symlink.

This is a dynamic resolv.conf file for connecting local clients directly to
all known uplink DNS servers. This file lists all configured search domains.

Third party programs should typically not access this file directly, but only
through the symlink at /etc/resolv.conf. To manage man:resolv.conf(5) in a
different way, replace this symlink by a static file or a different symlink.

See man:systemd-resolved.service(8) for details about the supported modes of
operation for /etc/resolv.conf.

R OH O H HHH R HHEHHE AR

Inameserver 192.168.4.254
search sio-exupery.local

La commande dig SOA sio-exupery.local

:-5/dig S0A sio-exupery.local

<<>> DiG 9.18.12-0ubuntu®.22.04.2-Ubuntu <<>> SOA sio-exupery.local
;:; global options: +cmd
;3 Got answer:
;3 WARNING: .local is reserved for Multicast DNS
;3 You are currently testing what happens when an mDNS query is leaked to DNS
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24639
; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ®, ADDITIONAL: 1

33 OPT PSEUDOSECTION:
; EDNS: wversion: @, flags:; udp: 65494

; QUESTION SECTION:
;sio-exupery.local. IN

»» ANSWER SECTION:
sio-exupery.local. 86400 IN SOA DS1.sio-exupery.local.sio-exupery.local. root.sio-exupery.
local. 2024020401 604800 86400 2419200 604800

;3 Query time: © msec

SERVER: 127.0.0.53#53(127.0.0.53) (UDP)
;3 WHEN: Wed Jan 29 14:36:53 CET 2025
;3 MSG SIZE rcvd: 189

Y |

11/02/25 19/21



Nina PROVENZANO Chap2 Serveur Debian DS1 : installation du service DNS

La commande dig DS1.sio-exupery.local

:-$|dig D51.sio-exupery.local

; <<>> DiG 9.18.12-0ubuntu@.22.04.2-Ubuntu <<>> DS1l.sio-exupery.local

:: global options: +cmd

;; Got answer:

::; WARNING: .local is reserved for Multicast DNS

;3 You are currently testing what happens when an mDNS query is leaked to DNS
:: ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 27379

:; flags: qr rd ra; QUERY: 1, |ANSWER: 1|, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 65494
53 QUESTIOM SECTION:
:D51.s510-exupery.local. IN

;s ANSWER SECTION:
DS1.sio-exupery.local. 864600 IN 192.168.4.254

;: Query time: 3 msec

33 SERVER: 127.0.0.53#53(127.0.0.53) (UDP)
33 WHEN: Wed Jan 29 14:38:53 CET 2025

33 MSG SIZE rcvd: 66

i~5

La commande dig www.eni.fr

: 5/ dig www.enl.fr

; <<>> DiG 9.18.12-0ubuntu®.22.04.2-Ubuntu <<>> www.eni.fr

;3 global options: +cmd

:: Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63357

;3 flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 65494
;3 QUESTION SECTIONM:

Www.enil.fr. IN

;3 ANSWER SECTION:
wW.eni.fr. IN CNAME ip20@.eni.fr.
ip200.eni.fr. IN A 185.42.28.200

;3 Query time: 63 msec
17 SERVER: 127.6.06.53#53(127.06.6.53) (UDP)

:: WHEN: Wed Jan 29 14:39:54 CET 2825
11 MSG SIZE rcvd: 75

i~5
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La commande nslookup www.editions-eyrolles.com

$ nslookup www.editions-eyrolles.com
127.0.0.53
127.0.0.53#53

Mon-authoritative answer:
www.editions-eyrolles.com canonical name = app943253.prod.cudawaas.com.
app943253.prod.cudawaas.com canonical name = waas-prod-app-a978c6906656d1f69447ac8lefsf2

9ee.trafficmanager.net.

waas-prod-app-a978c6906656d1f69447acBlef5f2%ee.trafficmanager.net canonical name = waa
sprod-app-53c57dcd5270778795e5d53a512d0297. francecentral.cloudapp.azure.com.

MName: waasprod-app-53c57dcd5270778795e5d53a512d0297. francecentral.cloudapp.azure.com
Address: 4.176.6.76

N |

La commande ping -c¢ 2 DS1

:-$|/ping -c 2 D51
PING DS1.sio-exupery.local (192.168.4.254) 56(84) bytes of data.
64 bytes from DS1.sio-exupery.local (192.168.4.254): icmp_seg=1 ttl=64 time=0.394 ms
64 bytes from DS1.sio-exupery.local (192.168.4.254): icmp_seq=2 ttl=64 time=8.922 ms

--- DS1.sio-exupery.local ping statistics ---
|2 packets transmitted, 2 received, 0% packet loss, time 1800ms
rtt minfavgfaaxjmdev = 0.394/0.658/0.922/0.264 ms

)

Vérification de 1’accés a Internet en affichant le site web de 1’ Académie de Nice.

Activités 5 ] Navigateur Web Firefox 29janv. 14:43
*s @ | FlAccueil dusite de l'acad: % | + ~ S @ &
&« (&) | O B https://www.ac-nice.fr | w & =
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Déposez une offre de stage sur 1elevelstage.education.gouv.fr

Proposez des stages d'observation aux éléves et participez a leur découverte du monde professionnel tout en valorisant votre secteur dactivité

Vous étes en 4e, 3e ou 2de générale ou technologique ? Louverture du service est prévue en février 2025.
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